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Abstract

The majority of attacks made upon modern computers have been successful due to
the exploitation of the same errors and weaknesses that have plagued computer systems
for the last thirty years. Because the industry has not learned from these mistakes, new
protocols and systems are not designed with the aspect of security in mind; and security
that is present is typically added as an afterthought. What makes these systems so
vulnerable is that the security design process is based upon assumptions that have
been made in the past; assumptions which now have become obsolete or irrelevant. In
addition, fundamental errors in the design and implementation of systems repeatedly
occur, which lead to failures.

This research presents a comprehensive analysis of the types of attacks that are
being leveled upon computer systems and the construction of a general taxonomy and
methodologies that will facilitate design of secure protocols. To develop a compre-
hensive taxonomy, existing lists, charts, and taxonomies of host and network attacks
published over the last thirty years are examined and combined, revealing common
denominators among them. These common denominators, as well as new information,
are assimilated to produce a broadly applicable, simpler, and more complete taxon-
omy. It is shown that all computer attacks can be broken into a taxonomy consist-
ing of improper conditions: Validation Exposure Randomness Deallocation Improper

Conditions Taxonomy; hence described by the acronym VERDICT.



The developed methodologies are applicable to both wired and wireless systems, and
they are applied to some existing Internet attacks to show how they can be classified
under VERDICT. The methodologies are applied to the IEEE 802.11 wireless local
area network protocol and numerous vulnerabilities are found. Finally, an extensive

annotated bibliography is included.

Keywords:
VERDICT, computer attack taxonomy, IEEE 802.11, wireless security, integrity

flaws, computer security
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Dedication

This work is dedicated to the One Almighty God, who has called me to be His servant.

...for all have sinned and fall short of the glory of God...

Romans 3:23

...He chose us in Him before the foundation of the world, that we should be holy
and blameless before Him. In love He predestined us to adoption as sons through

Jesus Christ to Himself, according to the good pleasure of His will...

Ephesians 1:4-5

For while we were still helpless, at the right time Christ died for the ungodly.
For one will hardly die for a righteous man; though perhaps for the good man
someone would dare even to die. But God demonstrates His own love toward us,

in that while we were yet sinners, Christ died for us.

Romans 5:6-8

For God so loved the world, that He gave His only begotten Son, that whoever

believes in Him should not perish, but have eternal life.

John 3:16



Who has believed our message? And to whom has the arm of the LORD been revealed?
For He grew up before Him like a tender shoot, and like a root out of parched ground;
He has no stately form or majesty that we should look upon Him, nor appearance that we
should desire Him. He was despised and forsaken of men, a man of sorrows, and acquainted
with grief; and like one from whom men hide their face, He was despised, and we did not
esteem Him. Surely our griefs He Himself bore, and our sorrows He carried; yet we ourselves
esteemed Him stricken, smitten of God, and afflicted. But He was pierced through for our
transgressions, He was crushed for our iniquities; the chastening for our well-being fell upon
Him, and by His scourging we are healed. All of us like sheep have gone astray, each of us
has turned to his own way; but the LORD has caused the iniquity of us all to fall on Him.
He was oppressed and He was afflicted, yet He did not open His mouth; like a lamb that
is led to slaughter, and like a sheep that is silent before its shearers, so He did not open
His mouth. By oppression and judgment He was taken away; and as for His generation,
who considered that He was cut off out of the land of the living, for the transgression of my
people to whom the stroke was due? His grave was assigned with wicked men, yet He was
with a rich man in His death, because He had done no violence, nor was there any deceit
in His mouth. But the LORD was pleased to crush Him, putting Him to grief; if He would
render Himself as a guilt offering, He will see His offspring, He will prolong His days, and
the good pleasure of the LORD will prosper in His hand. As a result of the anguish of His
soul, He will see it and be satisfied; by His knowledge the Righteous One, My Servant, will
justify the many, as He will bear their iniquities. Therefore, I will allot Him a portion with
the great, and He will divide the spoils with the strong; because He poured out Himself to
death, and was numbered with the transgressors; yet He Himself bore the sin of many, and
interceded for the transgressors.

Isaiah 53
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Chapter 1

Introduction

The Internet as we know it today evolved from the ARPANET,! which was created in
1969. Dr. Leonard Kleinrock, a professor at University of California, Los Angeles (UCLA),
responded in an e-mail message to my inquiries about the birth of the Internet in the following

way:

I consider the birth to have occurred on Sept 2, 1969 when the first piece of
network equipment (the IMP)? first connected to a computer in the “outside
world” running in a real environment of users. I like to say that was the point at
which the Internet took its first breath of life. On Oct 29,® when we first sent a
message to the second host on the network at SRI,* I like to say that the infant

net uttered its first cry.

Scientists and engineers wanted to share information with each other over the newly
linked computers. Lynch and Rose [Lync1993] assert that the original goal was a distributed
communication network capable of withstanding a nuclear “event”; however, others disagree.
Regardless of the motive, security was not an issue, as the ARPANET was designed with
openness in mind. When multiuser computers were attached to the ever expanding network,

many had “guest” accounts with no password for anyone to use. Users could log into different

! Advanced Research Project Agency Network. ARPA is presently called DARPA, the Defense Advanced
Research Project Agency.

2Interface Message Processor

31969

4Stanford Research Institute



computers as guests of the host system and use or experiment with the services available.
This network was limited to a few computers, and usually only those with knowledge of
computers had access. However, today people think of the Internet as an “Information

Y

Superhighway,” a metaphor not necessarily true.® More and more people and information
are on the Internet, but the technology has not kept up with the appetite of the masses.

As some information on the network became more restricted, some users wanted to keep
the information and the knowledge free. They wanted to keep experimenting with the new
computers on the network. They were able to do more with the computers than the makers
of the computers who had designed them. They developed ingenious ideas and expanded the
knowledge of computers. They formed their own culture — elements that still remain today.
These “hackers” of all backgrounds were truly the heroes of the information age. Denning
discusses what hacking is with a hacker “Frank Drake” and summarizes her findings in
[Denn1990al; her interview with Drake is found in [Denn1990b]. For one of the best and
truest history of hackers, refer to Steven Levy’s book, Hackers [Levy1984].° To understand
the culture of hackers, refer to the The New Hacker’s Dictionary that includes definitions of
the terms of the culture [Raym1996] or Zen and the Art of Hacking by Thieme [Thie1997].
In addition, refer to the etymology of the word “hack” by Grosser [Gros1988]. Throughout
this dissertation, the word “hacker” will be used in the sense of [Raym1996]; that is, one
who loves computers, has an intense desire to explore the computer, and can possibly make
the computer do more than they were designed to do.

Some hackers have gone beyond investigating computers to see what the computers them-
selves could do. It is in these cases that the original meaning of hacker was defiled, and the
word “cracker” is a more apt definition. Crackers, or intruders, are confused with the original
meaning of hacker in popular culture. Parker classifies ten characteristics of perpetrators
[Park1975b]; however, in his case studies, he only studies 17 cases. The characteristics he
lists are as follows: age (young), skill level (high), relation between occupation and abuse
(engaged perpetrations while on their job), abuse modi operandi (unauthorized computer use

and unauthorized data manipulation), collusion (some), personal gain (half got money out

A humorous essay on that term is found in this dissertation’s annotated bibliography in [Vand1999].
SHowever, there have been reports of some factual errors in Levy’s book.



of their exploits), differential association (“deviates from accepted practices of his associates
only in small ways”), the Robin Hood syndrome (differentiated between not harming people
but harming organizations), game playing (them against the computer), and dispositions
(felony convictions). Since this study was done over twenty-five years ago, other studies
should be done in order to better characterize the attackers. Understanding the attacker is
important, for even today, computer web sites of Palestine, Israel, China, Taiwan, and the
United States are presently being broken into and defaced to express political statements.

Computer security is starting to become one of the more active areas in computer science
and engineering. Almost everyday some flaw is found in a protocol, a program, or system.
These flaws sometimes lead to security breaches that affect many companies and nations
worldwide. From a reading of current security advisories, one sees the same few types of
attacks repeatedly occurring. Specifically, an advisory that is most seen is one that: affects
“most every system”; is caused by a buffer overflow that results in the attacker being able
to run any arbitrary program; results in the gaining of root or administrator privileges; and
ascribes the solution to install the latest patches from the vendor.

As more and more computers are connected to the Internet, the world is tied closer
together. The United States relies on many forms of computer communication. It seems ev-
erything these days is done by a computer, transactional data is stored on a computer, or the
computer has the final word.” The President’s Commission on Critical Infrastructure Pro-
tection (PCCIP) report detailed the extent of our dependence upon computers [Mars1997].8
Information warfare, the art of conducting warfare operations using computers as weapons
of offense and defense, is becoming a bigger topic than ever because so many things can be
potentially damaged by a computer [Schw1996]. Because of these aspects of computers in
our lives, security of critical infrastructures and computers themselves is vital.

Mobility of computers is also greatly increasing. When computers and the ARPANET
were first being developed, computers were huge pieces of electronics that were kept behind

glass walls or locked in laboratories with many technicians to oversee each action on the

"This was personally apparent when a grocery store chain would not sell groceries that I wanted to buy
(even with cash) because the “computer” was down.
8PCCIP has since been encompassed into CIAO, Center for Infrastructure Assurance Office.



computer. Today, people have handheld organizers and the desire to connect almost every-
thing to the Internet. Cellular phones are becoming more ubiquitous, and companies are
extending that usage from voice-only communications to all forms of data communications.

Protocols designed in the 1970s like TCP and IP did not have a vision of mobility.
Dr. Steven M. Bellovin, in a recent speech at the 8th USENIX Security Symposium, spoke
of this dilemma: with standard TCP over a wired link, a decrease in the throughput was
probably due to congestion; this would be solved by decreasing the rate of transfer from
the source. However, with TCP over a wireless connection, the slowdown is probably due
to interference (the Bit Error Rate (BER) of wireless is many orders of magnitude higher
than a wired link). Hence, the correct action would be to increase the transfer rate from
the source by repeating the last bits of information. Wireless transfers are causing many
researchers to reexamine the protocols.

With wireless technologies come security problems. One can easily eavesdrop on an
Advanced Mobile Phone System (AMPS) cellular phone (the original widespread first gen-
eration analog cell phone) because the system only uses standard FM signals. Everything
sent via a radio transmission has a great potential to be intercepted. System administrators
knew the same problem existed on Ethernet segments. There, a computer could be put in
promiscuous mode and told to capture every piece of information on the Ethernet segment,’
regardless whether the packet was supposed to be destined to it. Every packet could be
searched for a user name/password combination. The solution was to develop switched Eth-
ernet where the each system was connected only to a router, and only the two computers
that were communicating were directly connected through the router itself. No other system
can read the packets between the intended communicators. With wireless communications,
the same problem of “sniffing the wire” has reappeared.

Both wired and wireless systems have security problems. Attacks are laid upon each,
but certainly more to wired systems due to the wireless systems’ lesser permeation in the
marketplace. However, the majority of attacks made upon modern computers have been
successful due to the exploitation of the same errors and weaknesses that have plagued

computer systems for the last thirty years. Because the industry has not learned from

9This is called “sniffing” or “sniffing the wire”.



these mistakes, new protocols are not designed with the aspect of security in mind; and the
security that is present is typically added as an afterthought. What makes these systems
so vulnerable is the fact that in part this security design process is based upon assumptions
that have been made in the past; assumptions which now have become obsolete or irrelevant.

What is needed in computer security research is a comprehensive analysis of the types
of attacks that are being leveled upon computer systems and the construction of a universal
taxonomy with methodologies to apply the taxonomy. The taxonomy and methodologies will
facilitate design of secure protocols. Therefore, the central hypothesis of this dissertation is

the following:

A finite number of types of computer attacks and vulnerabilities can
be classified into a taxonomy, and the taxonomy along with applicable

methodologies can be used to predict future attacks.

To that end, this research has contributed the following to the field of computer engineering

and the field of computer security:

1. There exists a finite number of types of computer attacks and vulnerabilities;
2. Computer attack taxonomies presented in the past have a common set of categories;

3. Those categories can be classified into a common unified taxonomy called VERDICT:

Validation Exposure Randomness Deallocation Improper Conditions Taxonomy;
4. Methodologies and algorithms are developed for each of the four VERDICT categories;

5. Developed methodologies and algorithms are applied to predict future attacks in IEEE
802.11.

The dissertation proceeds as follows: Chapter 2 presents a background of computer
security, and examines the assumptions that have been made in the past. Chapter 3 examines
existing lists, charts, and taxonomies of computer attacks; assumptions made about security;
and the different types of host and network attacks. In order to develop a comprehensive

taxonomy, computer attack taxonomies published over the last thirty years are combined,



revealing common denominators among them in Chapter 4. These common denominators,
as well as new information, are assimilated to produce a broadly applicable taxonomy called
VERDICT presented in Chapter 5. The new taxonomy is verified by comparison with the
seminal taxonomies of the past in Chapter 6, and the newly developed methodologies of
VERDICT are covered in Chapter 7. Because interfacing with wireless systems involves
a third spatial dimension not seen in traditional networks, this dissertation addresses the
unique challenges of wireless network security applicable in the combined taxonomy. This
taxonomy is applied to the IEEE 802.11 protocol to ascertain if there are any security
weaknesses in Chapter 8. This dissertation will predict some of the challenges the industry
may face in the years to come. Conclusions of such are presented in the final chapter, Chapter
9. Appendix A lists types of common computer attacks and Appendix B gives a listing of

computer security wisdom.



Chapter 2

Background and Literature Survey

An overview of computer security, assumptions made when designing protocols, problems
with current computer security, penetration testing, and wireless technology will be examined
in this chapter. Section 2.1 discusses what computer security is and gives a broad overview
of the field. Section 2.2 discusses assumptions that are made in designing computer security
protocols, while Section 2.3 describes what the main problems are in computer security.
Section 2.4 summarizes the theory of finding flaws in systems, and Section 2.5 describes
the definitions and requirements of a taxonomy as well as the characteristics, features, and
attributes of one. Finally, a background in wireless networking is given in Section 2.6, and

the chapter is summarized in Section 2.7.

2.1 Computer Security

Things go wrong, but why do they go wrong? Dorner discusses the logic of failure of systems
with or without computers in [D6rn1996]; it is a fascinating read for those dealing with
security and the failure thereof. In addition, see Peterson’s book [Pete1995] on eradicating
computer bugs. More specifically, computer security is a broad area of computer science and
engineering. Many books have been written on computer security including: general topics
[Ahuj1996, Amor1994, Anon1997, Pfle1997, Whit1996], UNIX security [Curr1992, Garf1996],
World Wide Web (WWW) security [Garf1997], Java Security [McGr1997], and network secu-
rity [Kauf1995, Pipk1997, Stal1995]. Ross Anderson has written a recent comprehensive book



on the engineering of security solutions that is highly recommended [Ande2001]. Schneier has
also written a general book about the threats and the limitations of technology in [Schn2000].
A general article on LAN? security [Abral995b] can be found with other tutorial papers in
in [Abral995a]. The proceedings of the first twenty years (1980-1999) of the present premier
conference in computer security (IEEE Symposium on Security and Privacy) can be found on
[TEEE1999]. Before discussing computer security, it is useful to discuss security in general.

The need for security has existed since the dawn of time. There has always been a need
to protect physical assets from others. When something was needed or wanted, force was
often used when the person holding or owning that item did not want to give it up or share
it. Hence, mankind has fought for dominance of the battlefield and the society in which he
lives. Protection and safety of goods or people has driven the need for fortifications and
armies to ward off the invaders [Burs1994].

Information has also often needed protection. From battleplans of the Romans to the
latest quarterly numbers in a corporation, information is often as vital as the physical assets
that it represents. The solution has often been to protect information with cryptography.
Cryptography, or hidden writing,? is the art of making messages secret and the ability to
making them readable again. Julius Caesar is credited with using a substitution of alphabetic
letters to encipher messages sent via courier. The Germans used character substitution and
transposition in their three rotor Enigma machine. These are just two of the examples of the
many uses of cryptography. Schneier has written one of most thorough and understandable
studies of cryptography in [Schn1996]. For a truly “comprehensive history of secret commu-
nication from ancient times to the Internet,” refer to Kahn’s magnum opus The Codebreakers
[Kahn1996].

Cryptography and the policy and role of the United States Government is a debate at
the present time. Should “unbreakable” cryptography be allowed to be in the hands of
organized crime, terrorists, pornographers, and drug traffickers? Should the government and
law enforcement have the right in the public safety to be able to read anything relating to

a crime, perhaps even to help save a kidnapped victim? Dorothy Denning, an advocate of

'Local Area Network.
2Cryptography is an English compound word (crypto and graph) derived from two Greek words: kryptos
meaning hidden and graphon meaning to write [Morr1985b].



the U.S. Government’s “clipper chip” and others agree that the government should have the
right to keep keys (“key escrow”) to break any message under the proper law enforcement
procedures. See Schneier [Schn1996], pp. 591-593 for information on “clipper” including how
to defeat the key escrow system.

Others disagree. They think that cryptography, no matter how strong, should be able
to be used by anyone for privacy, including for example dissidents under a hostile regime.
See Hoffman [Hoff1995] and Schneier [Schn1997] for many papers on cryptographic policy.
Caloyannides writes a two-paper series on “encryption wars” in [Calo2000a, Calo2000b].

The National Research Council, under Dam et al. produced a report, Cryptography’s
Role In Securing the Information Society (CRISIS) that outlines what is the United States
government’s role in cryptography should be. They argue that the present policy of restrict-
ing certain cryptography should be reversed, along with other recommendations, seen in the
annotation of [Dam1996]. In another National Research Council report, Clark et al. exam-
ine directions of research in relationship to infrastructure and how the government should
involve itself [Clar1990].

The U.S. Government, like most other sectors of this country, has relied on computers
to store and classify information; weak security has existed for many years (see Section 2.3),
and the Committee on Governmental Affairs of the United States Senate held hearings in
1998 that discussed the risk [Senal998|. Section 2.1.1 outlines the three classic areas of
computer security. (Further extensions of the three classic areas are given in Section 2.5.)

Information warfare is outlined in Section 2.1.2.

2.1.1 Traditional Areas of Computer Security

Security has traditionally consisted of ensuring correct disclosure (or confidentiality) of data,
the complete integrity of the data, and the availability of the data when needed (that is,
service is not denied) [Amor1994, Gass1988|. Section 2.1.1.1 discusses disclosure, Section
2.1.1.2 covers integrity of data, and Denial of Service (DoS) or availability, is outlined in

Section 2.1.1.3.



2.1.1.1 Confidentiality

Confidentiality, or sometimes referred to as disclosure, is the first aspect of the three tradi-
tional areas of computer security. Today, printed information that is sensitive to the United
States government is labeled “classified.” There are three basic levels to classified documents:
Confidential, Secret, and Top Secret. Within each level, there may be compartmental clas-
sifications detailing who may see the document (No Foreign Nationals, NATO, etc.). In the
early 1970s, government and researchers wanted to expand the idea of control over infor-
mation disclosure into the realm of information stored on a computer. Levels of security
were invented and outlined in the Trusted Computer System Evaluation Criteria (TCSEC)
[DoD1985] to determine in part, what the security of a system is and the requirements to
keep it secure. To protect information from unauthorized disclosure, encryption is usually
used. In addition, data structures in the operating system and even hardware itself may also

aid in this protection.

2.1.1.2 Integrity

A second aspect of computer security is the integrity, or soundness,® of the information.
Information that needs to be constant, or information that must only be modified by a
certain authorized set of users must have the guarantee that it will not be modified by an
unauthorized user. This can be accomplished through the use of cryptographic hashes, or
message digests (See Figure 2.1 on page 11). Message digests take a arbitrary length message
and, using a one-way function, transform it into a fixed length message. Any modification
of the original message would yield a different hash, thus showing to a high probability that
the original message (or file) was modified [Schn1996].

Can an operating system be provably secure? Neumann et al. discuss such issues in
[Neum1975]. In addition, see [Will1995] for information on “assurance” and [Lapr1995] for
concepts on reliability, availability, safety, security, and maintainability. In addition, see

papers on reliability in [Litt1995] and the followup paper [Olov1995].

3Integrity is derived from integritas in Latin meaning soundness [Morr1985b].
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Figure 2.1: Message Digest

2.1.1.3 Availability

Availability, the opposite of the ability to deny information is the third aspect of computer
security. This is the protection against a Denial-of-Service (DoS) attack; see for example,
[Garb2000]. A DoS attack is exactly what it sounds like: the inability of a user, process, or
system to get the service that it needs or wants. By preventing the service from happening,
information whose integrity may or may not be intact can not be disclosed, even to an
authorized user. A formal description and a key paper on denial of service and the concept
of Maximum Waiting Time (MWT) is found in [Glig1983].

In the Senate hearing mentioned above [Senal998] in Section 2.1, hackers of the LOpht*
testified that with a few packets they could “bring the Internet down” within 30 minutes.
They asserted that they could launch a DoS attack to the connecting points of the long haul
providers, effectively cutting the links between the providers. No one using one provider
could talk with a computer using another provider.

The LOpht continued by saying that DoS attacks could be leveled upon one long haul
network forcing the routing protocols to use another functioning long haul network. If one
is able to reroute packets to another long haul network that ones has access to, it may be
possible to perform a man-in-the-middle attack. A man-in-the-middle attack consists of the
attacker being between two parties trying to communicate. The attacker sees everything and
could pass information as he wants (perhaps even modified) to the second party claiming to

be the first party and visa-versa, as seen in Figure 2.2.

41-zero-p-h-t pronounced “loft” is a hacker think tank in the Boston, Massachusetts area that was bought
out January 2000 by a venture capital firm @Stake. The LOpht is presently the research division of the newly
formed company @Stake. See http://www.l0pht.com and http://www.atstake.com for the home pages of
the LOpht and @Stake.
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Figure 2.2: Man-in-the-Middle

Denial of Service does not always involve just the lack of availability. It may also include
elements of loss of integrity. Needham discusses attacks where substitute messages are sent
back to a client so that the client thinks all is well [Need1994]. There are many defenses; see

Richardson [Rich2001] for an overview of different defenses.

2.1.2 Information Warfare

Information Warfare has become a buzz word in the field of security, but it is becoming
more mainstream in the defense and intelligence communities. If it is to be considered a
part of mainstream warfare theory, it is just in its infancy; however, as it is an infant, it
could prove to be a most devastating child. The U.S. is trying to figure out how to use the
new technology of cyber warfare and cyber defenses [Grah1999, Drogl1999]. Even the legal
issues of information warfare are discussed in [DoD1999].

But what is information warfare? A 1994 Defense Science Board report [DoD1994] quotes
a draft Department of Defense (DoD) unclassified definition as, “Actions taken to achieve
information superiority in support of national military strategy by affecting adversary in-
formation and information systems.” The same report muses that information warfare is
considered to be the next revolutionary technology.® The report continues by quoting Rus-
sian general officers who commented on the current DoD policy of mitigating attacks on

information and information infrastructure and saying:

This view of warfare is made clear in the October 1991 observation of Lieutenant
General Bogdanov, Chief of the General Staff Center for Operational and Strate-

gic Studies, that “Iraq lost the war before it even began. This was a war of

5...behind the long bow, gunpowder, repeating rifles, armored vehicles, military aircraft, code breaking,
radar, the transistor, nuclear weapons, guided missiles, and stealth.
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intelligence, electronic warfare (EW), command and control and counter intelli-
gence. Iraqi troops were blinded and deafened.... Modern war can be won by
informatika (sic) and that is now vital for both the U.S. and USSR.” In a similar
vein, Major General G. Kirilenko wrote in the June 4, 1991 issue of Komsomol-

“...the number of barrels and ammunition, aircraft and bombs is

skaia Pravada,
no longer the important factor. It is the computers that control them, the com-
munications that makes it possible to manage force on the battlefield, land the
reconnaissance and concealment assets that highlight the enemy’s dispositions

and cloak one’s own. (sic)”

Deception has been used in warfare since the dawn of time. Dunnigan and Nofi overview
numerous cases of deception from the ancients to modern times [Dunn1995]. Refer to Section
3.5.6 for examples of how computers in information warfare can use the nine techniques of
deception to gain advantage in warfare.

In 1998, John Arquilla, who worked for RAND, wrote a fictional article in Wired mag-
azine that describes a cyberwar of information warfare in 2002 [Arqul998]. It was taken
so seriously that the National Security Agency (NSA) hired Dr. Robert Anderson, another
RAND consultant to write a Indications and Warnings (I&W) brief about what the United
States could do now to prepare for such a situation.® His journal article on the subject of
“cyberwar” and “netwar” is [Arqul993].

Many people wonder if the United States will face an “electronic Pearl Harbor” or “Global
Chernobyl.”” The former Director of Central Intelligence (DCI) thinks that the cyber threats
we are facing are extremely serious. In his testimony before the 1996 Senate subcommittee
hearing, “Security in Cyberspace,” [Senal996] the DCI had the following exchange with

ranking minority member Senator Sam Nunn:

Senator NUNN. If you gave some sense of priority in terms of the threats we

face in the future, where would you rate this overall threat we are discussing

SInformation of this hiring was given in a presentation given at Shadowcon 1999 in Dahlgren, Virginia by
[Pall1999].

"The author does not know the original reference for these coined phrases; they are mentioned by various
participants in [Senal996].
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this morning — the whole threat of cyberspace attack, both in terms of defense
resources as well as infrastructure, economy and so forth — fit in the scale of

potential threats?

Mr. DEUTCH. I would say it is very, very close to the top, especially if you ask me
to look 10 years down the road. I would say that after the threats from weapons
of mass destruction, from rogue states and the proliferation of nuclear, chemical
and biological weapons, this would fall right under it; it is right next in priority,
and it is a subject that is going to be with us for a long time. It is not going to
be handled in the next 6 months or 18 months. The threat is going to evolve,
and our ability to deal with that threat is going to take time. The scale of time

here, I think, is more like decades than it is months.®

In written testimony before the same Senate subcommittee, the United States General
Accounting Office [GAO1996b] (See also [GAO1996a]) discusses the national security con-

cerns and states that:

Several studies document this looming problem. An October 1994 report entitled

Information Architecture for the Battlefield [DoD1994] prepared by the Defense

Science Board underscores that a structured information systems attack could
be prepared and exercised by a foreign country or terrorist group under the guise
of unstructured hacker-like activity and, thus, could “cripple U.S. operational
readiness and military effectiveness.” The Board added that “the threat... goes
well beyond the Department. Every aspect of modern life is tied to a computer

system at some point, and most of these systems are relatively unprotected.”

Indeed. The Critical Infrastructure Working Group (CIWG) identified the critical infras-
tructures as: “Telecommunications, Electrical Power Systems; Gas and Oil; Banking and

Finance; Transportation; Water Supply Systems; Emergency services (including medical,

8t is interesting to note that just three days after leaving the CIA in 1996, he had “enormously sensitive
material” [Loeb2000b] on his computers at home [Loeb2000a]. He did not seem to take his own advice to
heart.
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police, and fire and rescue services); and Continuity of Government and Government Opera-
tions” [Senal996].° Consider the Staff Statement of the Hearings on Security in Cyberspace.
They report society’s dependence on the National Information Infrastructure (NII)!° and
Global Information Infrastructure (GII)!' by giving the dependence by communications,
money, economy, health care, aeronautics, railway, and government operations. giving many

facts. Some of the more incredible facts include the following;:

...one major bank transfers approximately $600 billion electronically per day
to the Federal Reserve. Over $2 trillion is sent in international wire transfers
every day.... Within our national defense structure, over 95% of the military’s

communications utilize the public switched network.

Information warfare is waged at different levels of society. Winn Schwartau, one of the
first authors to publish a survey book in this field [Schw1996] (first edition 1994), discusses
three classes of Information Warfare: Class 1 (Personal Information Warfare), Class 2 (Cor-
porate Information Warfare), and Class 3 (Global Information Warfare). Personal Informa-
tion Warfare involves the use of computers to attack or get desired information about another
person through the use of public or private databases, eavesdropping, and other nefarious
means. Corporate Information Warfare uses similar means (and perhaps more costly ones,
depending on the funds available) to get information from business competitors. Finally,

Schwartau describes Global Information Warfare to be, °

‘...waged against industries, politi-

cal spheres of influence, global economic forces, or even against entire countries” [Schw1996].

These are the types of cyberspace attacks that former Director Deutch talked about.
Information warfare is a limited tool of the present that may become a more comprehen-

sive tool of the future. [Behal997] describes how computers in corporations can be attacked,

9The Critical Infrastructure Working Group (CIWG) mentioned in [Senal996] is the group that was
established by the Attorney General and commissioned by Presidential Decision Directive (PDD) 39. This
group later wrote the Report of the President’s Commission on Critical Infrastructure Protection (PCCIP)
[Mars1997].

10« that system of advanced computer systems, databases, and telecommunications networks throughout
the United States that make electronic information widely available and accessible.” [This is the definition
used by the National Information Infrastructure Security Issues Forum.] This includes the Internet, the
public switched network, and cable, wireless, and satellite communications [Senal996].

11«“The National Information Infrastructure is merely a subset of what has become known as the Global
Information Infrastructure...” [Senal996].
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and [Levy1996] writes how hackers crack cryptography. Many volumes could be written on
information warfare ([Denn1999] and [Walt1998] are two recent books), but many tools of it
are derived from the use of computers and are only possible by the holes and vulnerabilities
therein. A lot of holes and vulnerabilities come from the misjudged assumptions in the de-
sign process. Section 2.2 discusses what these assumptions are and how they have changed

over the years.

2.2 Assumptions Made

When anything is created, assumptions are made. It is the same in the creation of computers
and programs that use them and run on them. This section will discuss the assumptions
that are made in computer security, and how some assumptions lead to bad designs or
implementations. Krsul [Krsul998] cites that 63% problems occur because of assumptions
and not from design errors. Section 2.2.1 looks at how the computing environment has
changed over the last 20 years and what effect that has on computer security. Section 2.2.2
describes Ken Thompson’s seminal paper on trusting source code itself, and Section 2.2.3
shows that applications and the trusted computing bases that are supposed to be secure
may not be the solid base that designers assume. In the fourth section, Section 2.2.4, the
subject /object model of traditional security may need to be changed. Finally, Section 2.2.5
ties the thoughts brought forth in the referenced papers together with some final thoughts.

2.2.1 Trusting the Environment

Before looking at other assumptions made in computer security, let us look at the basic
computing environment. What implicit assumptions were made in the late 1970s, and what
implicit assumptions are still around that may not need to be? Roger Needham discusses
these issues in his 1997 paper The Changing Environment for Security Protocols [Need1997]
where he states that the assumptions we make with security protocols has changed dramati-
cally in twenty years. Table 2.1 on page 17 cites the difference in the assumptions. Needham
shows memory on computers and in storage capacities has greatly increased, clocks have

become more reliable, and processing power has increased so that encryption and decryption
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Table 2.1: Assumptions in the 1970s versus today

‘ State ‘ 1970s Assumptions ‘ Today’s Reality ‘
Computers Shared resource Individuals have
personal computers

Memory Storage Large physical size Small physical size

Small capacity memory | Large capacity memory
Small capacity disks Large capacity disks
Clocks Unreliable Reliable
(looked at watch)

Encryption and Slow Fast
Decryption Operations Operations
Public Key New; untrusted Acceptable

Cryptography

Practicality of Pairwise communication “Secure enclaves”
Multiple Principals impractical; need behind firewalls
authentication server to lessen pairwise

(trusted third party) authentication

Transactions Future will be People do meet

all electronic face-to-face
and over phone;
can exchange
authentication data

algorithms are much faster. When multiple people had to share secrets, pairwise sharing
of keys was impractical thus mandating the need for a trusted third party. One-time pads
used to be very bulky and the use was less practical. Today, Needham states that they are
practical. In another instance he shows that with a fairly good sized lookup table, security
protocols can be designed with improved characteristics.

Needham notes that because of these changes, protocols can be designed differently.
Specifically, we should use the abundance of memory to our benefit; he gives two examples.
First, he notes that in the past, one-time pads were unusable due to the size of the non-
repeating pad to which the plaintext is exclusive-or’d (XOR). However, one-time-pads can

¢

now be exchanged in person because an, “...Exabyte tape contains about 8 Gb, which will

furnish a megabyte of one-time pad a day for 20 years.”'? Or one could use many one-time

12The author must mean gigabytes (usually noted GB) and not gigabits (usually noted Gb), since 20 years
is 7,305 days (365.25 days/year) and one megabyte times 7,305 is about 7.66 gigabytes. Eight gigabits is
one gigabyte, which storage capacity would not cover the required 20 years.
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keys. “To have available 128-bit keys sufficient to use one-a-day for three years is trivial.
A gigabyte of disk will hold that many for 64,000 confidential correspondents, which is as
many as a lot of organizations have.”!3

The other use of memory cited in the paper is the use of lookup tables. Before computers,
lookup tables were used for mathematical functions. The primary function of the ENIAC
(Electronic Numerical Integrator and Computer, 1946) was to calculate firing tables for
artillery [Gold1996]. But, the first computers did not have a lot of memory, so table lookups
were not used often.!* Presently, computers do have enough spare memory to use lookup
tables, and Needham suggests through an example using an ATM!® system that they can be
used in some cryptographic situations to ensure confidentiality.

Finally, Needham notes that once a one-time pad connection is setup between two parties,
third party arbiters are not needed except to resolve disputes on non-repudiation matters.
In conclusion, he notes, “It is very easy for a particular set of assumptions to become
institutionalized among the members of a research community, and remain in place for
much longer than is justifiable.” All the researchers in the computer security field need to

reevaluate protocols and see what kind of implicit assumptions they are making. In the

future, assumptions may change.

13Technically, 128 bit keys are 16 bytes each. Three years (not even counting a leap year) is 1,095 days.
With 17,520 bytes needed for three years with each of the 64,000 clients, the total number of bytes needed
is approximately 1.12 gigabytes. Slightly more than the noted one gigabyte, but close enough.

14 An interesting historical side note: In the mid-1980s, various groups “released” and spread around
programs that demonstrated their group’s programming skills. These programs were called “demos” (a
shortened version of demonstrations) or more accurately “demoz.” (The word “demoz” was noted with a “z”
as the last letter because of the culture of a hacker to change letters into numbers or other letters (much like
vanity license plates today) (e=‘3’, 1="1", 0="0’, s=2’, etc.) [Raym1996].) These “demoz” often contained
as much simultaneous on-screen graphical manipulations as was possible; the more one was able to put on
the screen at a time, the “better” programmer one was, or the better “group” one was a member of.

The “demoz” produced on the Commodore line of computers (Commodore 64, Commodore 128, Com-
modore Amiga, etc.) were much faster than the similarly produced “demoz” on the current IBM computers
(IBM XT, IBM AT, etc.) of the same era because of the table lookups utilized. Commodore computers
used table lookups for sine and cosine calculations when running these “demoz” for speed and computational
efficiency. The Commodore 64 ran at only one megahertz and did not have the computing power to calculate
on-the-fly Taylor series polynomials. Neither did the microprocessor of the Commodore 64 (Motorola 6502)
have the trigonometric instructions built into its microcode. Actually, the Amiga had specialized graphic
coprocessors, but to calculate where the spheres needed to be on the screen did require main CPU calcu-
lations. For a recent article on the history of the Amiga and the attempt to resurrect the technology, see
[Wall2001].

15 Automatic Teller Machine, as opposed to Asynchronous Transfer Mode.
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2.2.2 Trusting Source Code

Ken Thompson, along with Dennis Ritchie, created UNIX in the early 1970s. Thompson
gave a speech at his receipt of the Turing Award from the ACM. That speech was reprinted
in the Communications of the ACM, and it became a critically seminal paper in the field
of computer security. In Reflections on Trusting Trust [Thom1984], Thompson outlines the
“cutest program... [he] ...ever wrote.” This “cute” program was designed to print out a copy
of its own source code. The functionality sounded innocuous. He describes this program and
goes on to describe how the C compiler “learns” what escape characters (like the newline
escape character) mean. The key is to see what happens if one extends this concept into
system commands, such as login. The compiler is modified to recognize the source code of
the UNIX login command and compile it with a built-in back door. Since one would be able
to see the modified compiler source code, rendering the ruse moot, he modifies the compiler
again to recognize the standard C compiler source code, allowing the login Trojan horse
and the “evil” C compiler source to be built into the completed compiled C compiler. The
original benign C compiler source code and the original benign login C source code is left
on the system. Thus, when one recompiles the C compiler from the “benign” source, the
“evil” C compiler is produced. Thus, the Trojan horses are replicated, with no evidence in

the source code. What was the moral of his speech?

The moral is obvious. You can’t trust code that you did not totally create your-
self. (Especially code from companies that employ people like me.) No amount
of source-level verification or scrutiny will protect you from using untrusted code.
In demonstrating the possibility of this kind of attack, I picked on the C compiler.
I could have picked on any program-handling program such as an assembler, a
loader, or even hardware microcode. As the level of program gets lower, these
bugs will be harder and harder to detect. A well-installed microcode bug will be

almost impossible to detect.

That is a hugely powerful moral. The assumption that basic source code can be trusted
has had the rug pulled out from underneath it. With companies such as Microsoft having

85% of the operating system market and computers with critical data using those operating
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systems, is not Microsoft itself a great security concern?'® Although I refer to Microsoft,
any software manufacturer (or most hardware manufacturers) could have the potential op-
portunity to do just as Thompson suggested many years ago.

Even if the source code is trusted, Boyle et al. discuss problems with compilers themselves
and “correctness-preserving transformations” to ensure reliability of programs [Boyl1999].

Trusted compilers are needed in addition to the trusted code.

2.2.3 Trusting the Application and the Trusted Computing Base

Bob Blakley’s abstract in The Emperor’s Old Armor states in part [Blak1996]:

The traditional model of computer security... rests on three fundamental foun-
dations: management of security policy describing the set of actions each user is
entitled to perform, integrity of the physical system, its software, and especially
its security-enforcing mechanisms, and secrecy of cryptographic keys and sensi-
tive data. ...the traditional model of computer security is no longer viable, and
that new definitions of the security problem are needed before the industry can

begin to work toward effective security in the new environment.

The reference monitor'” that monitors everything in the system is hard to build cor-
rectly.’® Blakley quotes a small study done by Kate Finney [Finn1996] to determine how
difficult it is for programmers could read formal specifications (in this case, they were writ-
ten in system Z). The results were that nearly a third of the group could not answer any of
the three questions given. If that is the case, Blakley argues, how hard is it to make for-

mal specifications, and furthermore the integrity of the systems secure? Secrecy is hard to

16Recent government antitrust suits against Microsoft leave the prospect open of splitting Microsoft. But,
Microsoft may be split along product lines (Windows and Application Software) so the security threat will
probably still be there. Even in military systems, Microsoft Windows is being used as an underlying base.
Questions about the reliability of Windows is seen, for example, in [Nanc2000].

17An access control/mediation concept that refers to an abstract machine that mediates all accesses to
objects by subjects [Abral995a].

18See [Andel972a, Andel972b]; Amoroso describes these papers in his annotated bibliography in
[Amor1994] as the following: “James Anderson is often credited with having introduced the reference mon-
itor concept in this report based on an earlier work done by Butler Lampson. Anderson made some of the
earliest contributions to computer security, including this work, which was written years before most people
began to recognize security as an issue.

20



maintain because people cannot keep secrets. Social engineering!® is used to get information
out of people because people, not computers, tend to be the weakest link in the security
chain. Industrial espionage, which can be carried out in part by social engineering is a huge

problem [Wink1996]. Blakley’s manifesto is pretty clear:

No viable secure system design can be based on the principles of Policy, Integrity,
and Secrecy, because in the modern world Integrity and Secrecy are not achievable
and Policy is not manageable. That is why computer security is starting to fail

and why it will continue to fail until it is re-built on new foundations.

Building on his manifesto, Blakley gives examples of “new fundamentals:” that which
looks simple is not necessarily so, inherent vs. imposed properties, and economic models.
Firstly, he quotes Clausewitz’s [Clau1993| statement on how war looks simple, but so many
minor incidents add up to make the overall goal difficult to obtain; Clausewitz calls this “fric-
tion.” Secondly, Blakley theorizes how programmers try to make the world better sometimes

without thinking why things are the way they are. He gives an example by stating:

$1 Billion US, in $100 bills, occupies perhaps 15 cubic yards. At prices as this is
written, $1 Billion US, in gold, weighs about 80 tons. $1 Billion US, in electronic
cash, on the other hand, is 32 bits plus some application-dependent headers. This
is madness — surely a prescription for fraud on a breathtaking scale.... The size
and weight of cash is inconvenient. It was designed to be inconvenient — precisely
so that there would be inherent limits to the scale on which fraud, smuggling,
and theft are feasible.... The temptation to make electronic cash better (than
physical cash) by removing the inconvenient relationship between value and size

is natural — and it should be resisted.

He suggests that electronic cash (e-cash) should be given “physicality” by tying its value

to size. For example, one could take the value of e-cash and squaring it to yield the storage

19« cracking techniques that rely on weaknesses in wetware [(probably from the novels of Rudy Rucker)...

the human nervous system, as opposed to computer hardware or software.[Raym1996]] rather than software;
the aim is to trick people into revealing passwords or other information that compromises a target system’s
security. Classic scams include phoning up a mark who has the required information and posing as a field
service tech or a fellow employee with an urgent access problem” [Raym1996].
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capacity in bits. His $1 Billion US would be equivalent to 1 Billion terabits, something that
most common people do not have, only large institutions and governments. Another example
includes transforming the length of copyrighted data to be proportional to its price. Time
would be needed to download the desired document, and perhaps copyright fees could be
paid from the connect time. His final example is to not tie privacy with secrecy. By charging
a high fee, say $100,000 per access, no one would reasonably look at another person’s medical
records (thus insuring privacy). However, a doctor could pay $100,000 to get to the records,
and the patient would pay back the access money, because it would appear on the bill!

His thoughts of software approach is still seen in use today. Software (and the design
of protocols) is done to make the protocol work, and then security is added in as an after-

thought.

This is particularly true in the case of security; we build systems under the
assumption that everyone is authorized to do everything, and then we build in
authentication and access control mechanisms to limit the actions of particular
users. This means that in most cases, security is a property which is imposed on

the system rather than a property which is inherent in the system.

It is along this thought that Dixie Baker’s 1996 paper Fortresses Built Upon Sand
[Bake1996] states that “philosophy of protection... expect, assume, and depend upon systems
to:

Behave predictably; they should do what we think they will do.

Be available when we need them.

Be safe; they should not do what we don’t want them to do.

Be capable of protecting our data from unwanted disclosure, modification, and destruc-

tion.

Respond quickly.

In other words, systems should be trustworthy.” Baker says in reference to users accept-

ing the fact that computer programs crash, “Instead of moving computer science forward
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in developing systems, we appear to be going backwards in our acceptance of mediocrity.
‘Correctness’ is not the issue; ‘dependability’ is.” Baker argues that the system itself is not
trustworthy.?? Loscocco builds upon that assertion.

Loscocco begins his paper, The Inevitability of Failure: The Flawed Assumption of Se-
curity in Modern Computing Environments by saying, “Current security efforts suffer from
the flawed assumption that adequate security can be provided in applications with the ex-
isting security mechanisms of mainstream operating systems” [Losc1998]. He asserts that
without a secure operating system as the base of the application space, applications cannot
be secure on their own. Mandatory security?! is needed to restrict the damage caused by

(13

malicious applications. A trusted path?? or in the case of networked computers, a “...mech-
anism that guarantees a mutually authenticated channel, or protected path, is necessary to
ensure that critical system functions are not being spoofed” [Losc1998]. Loscocco shows
that firewalls need to have mandatory security to prevent leakage, and security layers such
as IPSEC,?* SSL,2* and TLS? are useless without secure endpoints. For information on
firewalls and building firewalls, see [Chap1995], the classic book [Ches1994], and [Bell1994].
For a description of distributed firewalls, see [Bell1999).

Dr. Gene Spafford offers a quote to that end in [Garf1997] by stating:

Secure web servers are the equivalent of heavy armored cars. The problem is,
they are being used to transfer rolls of coins and checks written in crayon by
people on park benches to merchants doing business in cardboard boxes from
beneath highway bridges. Further, the roads are subject to random detours,

anyone with a screwdriver can control the traffic lights, and there are no police.?¢

20Tf a system does crash, an analysis is sometimes done to determine why a system crashed. This analysis
techniques are discussed in a high amount detail for UNIX in [Drak1995].

21« a mandatory security policy is considered to be any security policy where the definition of the policy
logic and the assignment of security attributes is tightly controlled by a system security policy administrator”
[Losc1998].

22« a mechanism by which a user may directly interact with trusted software, which can only be activated
by either the user or the trusted software and may not be imitated by other software [DoD1985].

Znternet Protocol Security [Kent1998].

24G8ecure Socket Layer was created at Netscape Corporation. SSL version 2 was created Feb 9, 1995 (Kipp
Hickman, “The SSL Protocol,” Netscape Communications Corp.) and SSL version 3 was created November
18, 1996 (A. Frier, P. Karlton, and P. Kocher, “The SSL 3.0 Protocol,” Netscape Communications Corp.).
These two references were gotten out of RFC 2246 [Dier1999]. SSL was patented [Elgal997] in 1997.

P Transport Layer Security [Dier1999).

26In a private e-mail message to me from Dr. Spafford regarding the reference of the origination of this
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There are design flaws in cryptography systems as well. See Schneier’s article [Schn1998b]
for further information in general, and Schneier and Mudge’s articles on PPTP specifically

in [Schn1998a, Schn1999].

2.2.4 Trusting the Paradigms

The traditional security paradigm is to see the world through subjects and objects. Subjects
are users that use (or need access to) objects such as files. Ruth Nelson comments that this

“...captures the concept of access control for the data resources of the system,

paradigm,
but does not consider access to specific processing functionality. The assumption is that
security can be modeled in terms of access to data. Behavior of ‘untrusted’ code is assumed
to be non-security-relevant, possibly hostile and subject to contamination by Trojan Horses
deliberately trying to leak data” [Nels1994].

Does the paradigm need to change? She notes that no matter how secure a system is
(even A1 by [DoD1985] standards), leaks can occur when data flow must go to a “lower” en-
vironment. Her example is an A1l system that has a Trojaned untrusted application running
that can control which of the other two Al systems on the networks it can communicate
with. The very network addresses compose a two character alphabet in which to leak data.

One could prevent this by requiring the communicating entities always send data so that
the data or the destination of the data itself would not give away a secret.?” However,
sending meaningless data on a multinode network would cause traffic to always be at 100%.
Some sort of synchronous agreement would have to be worked out so that collisions would
not send the effective throughput plummeting.

Nelson proposes changing the paradigm from subjects and objects to the three-tuple
human users, programs that access and produce data, and data itself. Is the very paradigm

of security and trusted models a good assumption?

quote said, “I originally came up with an abbreviated version of this quote during an invited presentation
at SuperComputing 95 (December of 1995) in San Diego. The quote at that time was everything up to the
‘Further....”.”

2"This is similar to the problem that the Pentagon had during the Gulf War in 1991. Whenever some
major operation was happening at the Pentagon or the White House, many more than usual pizza delivery
trucks would deliver pizza for those working late inside. The media had to just look at the frequency and
number of the pizza trucks to have a fairly good idea of when some military change was about to come
about.
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2.2.5 Trusting the Assumptions

Are all systems created equal? Designers of Intrusion Detection Systems (IDS) think so.
Passively, they watch packets flow by and try to find signs of occurring attacks. However, as
Ptacek and Newsham present in [Ptac1998], some IDS systems will accept packets that the
“target” (watched) system will reject and visa-versa. This causes problems in that packets
can be made to insert into the IDS and not the “target,” and packets can be made to evade
IDS systems and get to the “target” system.

This problem occurs because one system does not know what the other system will or
will not accept as valid data. Paradoxically however, if the entire enterprise’s equipment
is homogeneous, one vulnerability can destroy all of the systems in a single attack. The
solution seems to be heterogeneous systems that know what the other systems view as valid
data. Even aircraft autopilot systems use different processors to prevent a single “power
interrupt or power surge” to destroy both systems. And if the two systems disagree on the
“answer” or “solution,” a human pilot (or a third computer) can decide the solution. Much
can be learned from the avionics industry [Rich2001].%

Another assumption that one should question is that general assumptions stay the same.
As stated in Section 2.2.1, assumptions may change in the future. For example, designers
make assumptions based on wired networks; does the advent of wireless networks affect how
protocols are to be designed? (See Chapter 1 on page 4 for Bellovin’s TCP example.) And
in general, data is vulnerable in a multitude of locations [Park1984].

There are assumptions that all designers make when protocols are crafted. However,
they have changed since the basic protocols of the Internet (IP, TCP, etc.) were created
[Post1981a, Post1981b]. Do the assumptions of the 1970s have to be revisited and rethought?
In 1970s, the number and size of messages designed into protocols was minimized due to
limited memory and limited processing power. However, today, as Needham [Need1997]
reminds us, we have much faster computers with much more memory. As far as computer
technology is concerned, yes, protocols can change now that more modern machines are here.

However, what about wireless? Because of the power usage and bandwidth limitations

with wireless communications, we are still held by the restrictions of the 1970s when dealing

28[Rich2001], pp. 33-34.
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with wireless handheld computers. Perhaps we do need to continue to restrict the number
of operations needed for wireless due to bandwidth and price constriction. Wireless is going
to change our paradigm in looking at things not only in protocol development but also in
security.

Dr. Benjamin Franklin commented in the eighteenth century on the idea of troops de-
scending from the clouds (perhaps in balloons) a century and a half before the advent of

modern airborne troops [Clan1997]:

And where is the prince who can so afford to cover his country with troops for its
defense, as that ten thousand men descending from the clouds might not in many
places do an infinite deal of mischief before a force could be brought together to

repel them?

With the coming of the wireless age, all packets will no longer have to go through a firewall
to get into the corporate network. Wireless systems involve a third spatial dimension not
seen in traditional networks. Attacks will not be limited to two dimensions only through
wires, but will encompass three dimensions. Attackers can physically go over and around
the firewalls to make the attack. For example, a small handheld computer “accidentally”
left in a competitor’s workplace may be able to breech more easily computers inside the
“secure” firewall. It is indeed similar to adding airborne operations into cyberspace warfare.
As in traditional warfare, one can come down from the sky (in three dimensional vertical
envelopment) as opposed to only a two dimensional horizontal envelopment.

Wireless technology will change the way computer attacks are levied against persons,
businesses, and sovereign countries. Security must become part of our lives, and it must be
integral in programs that are written. It must be built on a foundation of rock, else it will
be as Jesus said, “...like a foolish man who built his house on sand. The rain came down,
the streams rose, and the winds blew and beat against that house, and it fell with a great
crash.” [Matthew 7:26b — 27 NIV]. See Section 2.6 for an overview of wireless networking

and how wireless networking changes the paradigm of computing.
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2.3 Computer Security Problems

So what’s the problem with the current security technology? Section 2.2 talks about the
assumptions designers have made in regard to the environment, source code, the application
and the trusted computing base, the paradigms, and the assumptions themselves. Obviously,

some of the assumptions need to be revamped.

2.3.1 The ARPANET Crashes in 1980, 1988, and Today

There have been a couple of ARPANET crashes in the past that have been nearly all-
encompassing. The 1980 “modulo time stamp error” (Section 2.3.1.1) and the Internet

Worm written by Robert Morris (Section 2.3.1.2) are covered in brief.

2.3.1.1 Modulo Time Stamp Error

On October 27, 1980, the ARPANET lost all connectivity for four hours. As described
by Rosen [Rosel981a, Rose1981b]? and summarized in [Neum1995], the entire ARPANET
went down in the following way: the status messages sent back and forth between nodes
were deleted if the time stamps were older (smaller) than a previous message. Due to a bit
corruption in a memory node, three six-bit time stamps were each kept (none being deleted)
because they each happened to be larger than their predecessor message (modulo 64).2° Each
of these three messages caused other messages to be sent over and over to other neighboring

nodes who kept these sent messages. In summary, each node had to be manually shut down.

29These two articles appear to be identical.

30«“For simplicity, 32 was considered a permissible difference, with the numerically larger time stamp being
arbitrarily deemed the more recent in that case. In the situation that caused the collapse, the correct version
of the time stamp was 44 [101100 in binary], whereas the bit-dropped versions had time stamps 40 [101000]
and 8 [001000]. The garbage-collection algorithm noted that 44 was more recent than 30, which in turn was
more recent than 8, which in turn was more recent than 44 (modulo 64). Thus all three versions of that
status message had to be kept.” [Neum1995].
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2.3.1.2 The Internet Worm

Eight years later (November 2, 1988) when the Internet worm written by Robert T. Morris
Jr.3! was unleashed, some sites were disconnected from the Internet so that the extent of the
damage could be assessed. There are many papers in the literature on the Internet worm.
Those listed below are all printed in [Denn1990b]. They include an American Scientist
article by Denning [Denn1989]; accounts from Spafford at Purdue [Spaf1989a, Spaf1989c|;
Seely at Utah [Seell989a, Seell989b]; and Eichin and Rochlis of MIT [Roch1989]. The
classic early paper on worms for beneficial use is in Shoch and Hupp’s paper [Shoc1982].
Spafford comments on the break-ins and whether they are ethical and whether they should
be condoned [Spaf1989b].

2.3.1.3 Crashes Today

If an error in present day routing software were to occur similar to these, the entire Internet
could not be shut down by hand. As stated in Section 2.1.1.3, it has been stated that the
Internet can be brought down by selected Denial of Service (DoS) attacks on key Internet
backbone intersections. By splitting apart providers, connectivity can be cut. Even today,
Distributed Denial of Service (DDoS) attacks have been leveled against specific sites; these

DDoS attacks could be turned to the backbone routers as well.

2.3.2 Déja Vu All Over Again

The primary problem in today’s computer security technology is that we are seeing the same
types of attacks that we have seen in the past. Bace and Shaefer in [Bace1995] review attacks
that have happened in the past and have been “repackaged” in today’s environments. Mudge
and Benjamin in Déja Vu All Over Again [Mudgl1997] discuss specific attacks in Windows
NT that were seen and solved in UNIX many years ago. What kinds of attacks are we
seeing that we have seen before? Section A.1 describes specific examples of these and other

computer attacks.

31Robert T[appan] Morris Jr. [Denn1990b] is the son of Robert T[appan] Morris. The father worked at
AT&T Bell Laboratories and wrote [Morr1985a] along with other articles.
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A way is needed to test the vulnerabilities of computer systems. Penetration testing,
described in Section 2.4 uses a “penetrate and patch” technique such as the Flaw Hypothesis

Methodology (FHM) (Section 2.4.1) and other methods to test a system by finding flaws.

2.3.3 Why Computers Are Not Secure

Gasser [Gass1988| discusses six reasons that computers are not secure. The first is that
security is fundamentally difficult. From bugs in operating systems to the constant battle
of the penetrators versus the penetrated (Section 2.4), there is no easy solution to the
fundamental security problems. Secondly, security is an afterthought. After the functionality
and cost of the system is designed, security is sometimes (but not too often) put in. Security
cannot be put in as an afterthought. It must be designed fundamentally into the system
because of the complex interactions between computer subsystems. Thirdly, most users see
security measures as an impediment. Users try and get around any measures proposed by
security administrators. An employee that wishes to get around the firewall may install a
modem to their personal computer and dial directly out. However, with this modem installed,
intruders can come back in through the modem. This is a very common penetration attack
test. Complex firewall strategies can be compromised by just one user.

Fourthly, Gasser says that false solutions impede progress. Two examples he gives are call
back modems and the continued reentry of passwords. Call back modems work by taking the
call, hanging up the phone, and redialing the user back. This gives the users on the inside a
false sense of security by thinking that only good users will call. Other security schemes such
as password aging? are sometimes ignored. Fifthly, he states that people are the problems,
not computers. People are the weakest link in computers, such as social engineering.3?
Finally, Gasser asserts that technology is oversold; he says that bad media coverage of past
security research and development projects has hampered the security products out on the
market. As examples, he cites research programs being touted as commercial products,

vendors promising more than they deliver (case in point, Microsoft), and security products

32This is the procedure of making users change their passwords on a regular basis, such as every month.
33The art of pretending (lying) to be someone else in another position (technician, employee who has “lost
his or her password,” etc.).
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not fully developed in the laboratory were mandated for some government projects in the
field. When those projects in the laboratory did not pan out, the field product was discredited

or not used.

2.4 Penetration Testing

How does one test for flaws that may lead to penetration and eventual control over the
entire system? This was a question in the early 1970s that was studied by Clark Weissman
[Weis1973] and Richard Linde at Systems Data Corporation (SDC) [Lind1975]. Years later
after publication of his original SDC report in 1973 [Weis1973], Weissman wrote a summary
article on penetration testing [Weis1995] which he reviewed his Flaw Hypothesis Methodol-
ogy (FHM). This method has become a key means of testing a system, and it is described
in Section 2.4.1. However, others propose similar but different methods. Gupta and Gligor
[Gupt1991, Gupt1992], Hollingworth [Holl1974], and Carlstedt [Carl1975] are alternative

methods to making penetration-resistant systems, which are described in Section 2.4.2.

2.4.1 Flaw Hypothesis Methodology

As stated before in Section 2.4, the Flaw Hypothesis Methodology (FHM) has been a key
method for penetration testing. Section 2.4.1.1 discusses the theory of FHM with Weissman'’s
and Linde’s papers. Section 2.4.1.2 looks at the use of FHM in a real world operating system
test.

2.4.1.1 Flaw Hypothesis Methodology Theory

Linde [Lind1975] outlines four steps of the Flaw Hypothesis Methodology (FHM) theory.
Weissman [Weis1995] has a similar three-step method, and he leaves out the first and last
step in Linde’s method while adding a final step in the later work.>* The three FHM theories

are aligned together and outlined in Table 2.2.

31Both Linde and Weissman worked at System Data Corporation (SDC) In [Lind1975], the methodology
is called the SDC Flaw Hypothesis Methodology.
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Table 2.2: Linde vs. Weissman Flaw Hypothesis Methodology

| Linde [Lind1975] | Weissman [Weis1973] | Weissman [Weis1995] |
Knowledge of system N/A N/A
control structure
Flaw hypothesis generation | Flaw hypothesis generation: Flaw generation
The generic flaw
Flaw confirmation Flaw hypothesis confirmation | Flaw confirmation
Flaw generalization Flaw generalization Flaw generalization
N/A N/A Flaw elimination

2.4.1.1.1 Knowledge of System Control Structure Knowledge of system control
structure involves studying all aspects of the operating system, including such items as the
file system, the I/O systems, and the kernel. Although Weissman leaves this stage out of his
listing in [Weis1995], he has background stages, the first of which lists what goals are to be
accomplished (specific number of flaws to be found), a time limit of testing, etc. The second
is to define the object to be tested (whether it is a stand alone system or on a network) and
isolate the tested system from other production systems so that side effects of the testing
are minimized. The third back-ground step is to “posture the penetrator” and figure out
whether it is to be tested as an open box (white box) or a closed box (black box). A
penetrator testing an open or white box has the ability to place random code on the system.
A closed or black box system does not allow such benefits. The final background section is

)

to “fix penetration analysis resources,” meaning to determine what resources (people, tools,
time, etc.) are needed and to make sure that the people who are doing the penetrations have

the prerequisite knowledge of the system. This is analogous to Linde’s first step in FHM.

2.4.1.1.2 Flaw Hypothesis Generation The first stage of Weissman corresponds to
Linde’s second stage and is known as flaw hypothesis generation, or flaw generation. This
is where brainstorming and past experience come into play when making a list of potential
flaws.

Linde lists the following as possible locations of flaws: historical generic system weak-
nesses; system prohibitions and warnings (timing dependencies); interfaces (man-man and
man-system); seldom used or unusual functions or commands (read backward); control ob-

ject dependency graph templates; historical attack strategies; systems listings, logic manuals,
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and users’ guides; and collection of user and system programmer experiences with the system
under analysis. Linde’s historical generic system weaknesses are the following: authentica-
tion; documentation; encryption; error detection; implementation; implicit trust; implied
sharing; interprocess communication; legality checking; line disconnect; modularity; opera-
tor carelessness; parameter passing by reference vs. passing by value; passwords; penetrator
entrapment; personnel inefficiency; privity; program confinement; prohibitions; residue; se-
curity design omissions; shielding; threshold values; use of test and set; and utilities. Linde’s
generic operating system attacks include: asynchronous, browsing, between lines, clandestine
code, denial of access, error inducement, interacting synchronized processes, line disconnect,
masquerade, “NAK”3% attack, operator spoof, permutation programming, piecewise decom-
position, piggy back, Trojan horse, unexpected operations, unexpected parameters, and wire
tapping.

Weissman lists the “most productive ‘top 10’ generators” as the following:
1. past experience with flaws in other similar systems;

2. ambiguous, unclear architecture and design;

3. circumvention/bypass of “omniscient” security controls;

4. incomplete design of interfaces and implicit sharing;

5. deviations from the protection policy and model;

6. deviations from initial conditions and assumptions;

7. system anomalies and special precautions;

8. operational practices, prohibitions, and spoofs;

9. development environment, practices, and prohibitions; and

10. implementation errors.

35Not AcKnowledged.
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In these days, many automated tools have been written that may aid the process of
finding flaws. Examples of such tools written in the past (listed in alphabetical order)
include COPS, LOphtcrack, nmap, SATAN [Farm1995], and other scanners for both the host

and the network.36

2.4.1.1.3 Flaw Hypothesis Confirmation This step involves confirming what poten-
tial flaws were found in the Flaw Generation step (Section 2.4.1.1.2). Weissman lists three
substeps in this step: flaw prioritization and assignment; desk checking; and live testing.
The first is to distinguish between the “high probability / high payoff (HH)” and the “low
probability / low payoff (LL).” This will aid the penetrator in knowing which flaws to test
first. Secondly, paperwork (code listings, maps, and models) is used to determine the proba-
bility of the flaw’s occurrence. Thirdly, the system is put through a live test. The reason for
doing desk checking at the expense of speed is that flaws may cause damage to the system

under test.

2.4.1.1.4 Flaw Generalization The next step involves generalizing flaws into categories
of flaws. This enables the administrators and the management of systems to know what
classes of attacks are coming, and perhaps what attacks are more likely to come in the future;
Weissman refers to this as “beading.” Perhaps by knowing the nature of classes of attacks,
one can search (as in Section 2.4.1.1.2) with even more detail to find flaws in vulnerable
sections of the system under penetration testing. Section A.1 lists different types of attacks

seen, and Section 2.5 reviews the literature that has classified attacks into taxonomies.

2.4.1.1.5 Flaw Elimination The final step in Weissman’s FHM is flaw elimination.
Once the flaws have been found, the flaws should be patched so that they cannot be exploited
again. This step does not appear in Weissman’s original report [Weis1973]. Other FHM
penetration tests may need to be run [Holl1974], but this completes the FHM written by

Weissman and Linde.

36Check the Internet for these and other more recent tools.
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2.4.1.2 Flaw Hypothesis Methodology Application

FHM is a systematic approach to penetration testing. It is not a haphazard approach such
as finding and patching each hole one at a time without a comprehensive plan. This is often
referred to as “hack-and-patch” [Weis1995] or “penetrate-and-patch” [Land1993, Weis1995].
One must, “design security, quality, performance, and so on, into the system and not add it
on [Schel979].” [Weis1995].

Researchers at IBM used the FHM to study a VM /370 systems and found 1/O to be
the source of the most problems. Simplistic design was found to be the source of the most

strength [Attal976].

2.4.2 Other Penetration Resistant Methods

Hollingworth [Holl1974] wrote of a method similar to FHM and is outlined in Section 2.4.2.1.
Gupta overviews a “theoretical foundation of penetration analysis” in [Gupt1991] and the

use of their penetration analysis tool in [Gupt1992]. This is covered in Section 2.4.2.2.

2.4.2.1 Security Test and Evaluation Tools

Hollingworth [Holl1974] suggests that testing a system for penetration weaknesses involves,
“(1) manual inspection of system documentation, (2) generation of penetration hypothesis
based upon suspected security weaknesses, (3) hypothesis testing via the development of
example penetration routines, (4) manual evaluation of the results, and (5) repetition of the
preceding four steps as necessary to investigate unsuspected anomalies of system interaction
and refine the penetration techniques.” This is quite similar to Weissman’s FHM technique.
Hollingworth’s steps are aligned to Linde’s and Weissman’s in Table 2.3; Weissman’s 1973
FHM work is not presented here, but matched in Table 2.2 on page 31.

The report told of the desire for more tools that would aid in the investigators. Examples
of aid in such tools would be in the help with the following: tracking parameters through and
between modules, investigating the relationship between modules, and validating algorithms.
They wanted tools to have some combinations of the following: “l1. controlled program

execution, 2. control/data flow mapping, 3. automated module exercising, 4. heuristic module
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Table 2.3: Linde, Weissman, and Hollingworth Flaw Hypothesis Methodology

Linde [Lind1975] | Weissman [Weis1995] | Hollingworth [Holl1974]
Knowledge of system N/A Manual inspection of
control structure system documentation
Flaw hypothesis Flaw generation Generation of
generation penetration hypothesis
Flaw hypothesis Flaw confirmation Hypothesis testing
confirmation
Flaw generalization | Flaw generalization Manual evaluation
of results
N/A Flaw elimination N/A

analysis.”

2.4.2.2 Hypothesis of Penetration Patterns

Gupta and Gligor try to apply a more formalized approach to penetration testing, as opposed
to the “ad-hoc manner” of FHM [Gupt1991]. They argue that there are a set of design
principles that have been found to be consistently violated when penetrations occur. While
they do not claim to have the exhaustive list, they present their “penetration-resistance

properties:”

e System Isolation (or Tamperproofness)

System Noncircumventability

Consistency of System Global Variables and Objects

Timing Consistency of Condition (Validation) Checks

Elimination of Undesirable System/User Dependencies

These properties are presented in more detail in Sections 2.4.2.2.1, 2.4.2.2.2, 2.4.2.2.3,
2.4.2.2.4, and 2.4.2.2.5. Their fundamental theory is the “Hypothesis of Penetration Pat-
terns” that says, “system flaws that cause a large class of penetration patterns can be iden-
tified in system (i.e. TCB) source code as incorrect/absent condition checks or integrated
flows that violate the intentions of the system designers” [Gupt1991]. Their automatic tool
for penetration testing that they developed is presented in more detail in [Gupt1992] along

with more discussion of their Hypothesis of Penetration Patterns.
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2.4.2.2.1 System Isolation (or Tamperproofness) Gupta and Gligor define system

isolation as having:

1. Parameter checking at system interface,
2. User/system address space separation, and

3. System call selection and transfer of control.
Parameter checking makes sure the parameters are valid. The second item assures that
users cannot directly access system space, and the final enumeration makes sure that the

transfer of the system from unprivileged user mode to the privileged system mode is at

designated control points only.

2.4.2.2.2 System Noncircumventability System noncircumventability makes sure all
object references are checked, including reference to object contents, object-status variables,

object privileges, and subjects [Gupt1991]. All references must pass through some check.

2.4.2.2.3 Consistency of System Global Variables and Objects Global variables
are a necessary part of any operating system. They need to be consistent (have integrity)

over time, and require that [Gupt1991]:
e a given global variable should not be alterable by unprivileged users,
e global tables that are alterable by unprivileged users should not overflow or underflow

e a given global table should never contain duplicate entries (e.g., disk-sector allocation

entries),

e per-process and system wide resource limits must be enforced, etc.

2.4.2.2.4 Timing Consistency of Condition Checks This is similar to the above
Section 2.4.2.2.3, but this refers to making sure that conditions (or validations) that existed
before a system call is called is the same when the system call is actually performed. This is
sometimes referred to as Time-Of-Check-to-Time-Of-Use (TOCTTOU) [McPh1974]. System

checks to system call execution needs to be atomic.
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2.4.2.2.5 Elimination of Undesirable System User Dependencies Finally, a user
should not be able to cause a Denial of Service (DoS) attack by causing the system to
execute a system function (like the UNIX call panic()). Other similar examples exist that

are outlined in [Gupt1991].

2.4.3 Summary of Penetration Testing

Penetration testing has been the mainstay of finding flaws in computer systems to this day.
Through FHM and other penetration methods, teams of users trying to find faults (called

» 37)

“tiger teams” or “red teams penetrate systems and patch faults. “Penetrate and patch”

is the common methodology of finding errors.

2.5 Computer Attack Taxonomies

Attempts have been made to categorize and classify computer attacks. Some have just listed
categories of attacks, while others have formally developed taxonomies. Rushby [Rush1993]
overviews a taxonomy of fault-tolerance, but it is not discussed further here. This section
will outline the definition and requirements of a taxonomy. In addition, it will discuss the
characteristics, features, and attributes of a taxonomy. Chapters 3 and 4 discuss in detail
past work done in computer attack taxonomies.

Section 2.5.1 will overview what a taxonomy should contain, if it is to be considered a
true taxonomy, and not just a categorization of attack classes. Section 2.5.2 describes the

characteristics of a vulnerability in a taxonomy.

2.5.1 Definition and Requirements of a Taxonomy

In this section, a definition and the requirements of a taxonomy is reviewed. This author
looked at the properties that past authors have argued need to be included in any security

taxonomy. The properties of a taxonomy that are spoken of by John Howard [Howal997],

37Probably named for the US military’s use of the opposing force (OPFOR) colored red on maps, while
the color of the US and allied forces were blue. It is unknown to the author if the red color came from the
former Soviet Union’s red flag. Friendly fire is known as fratricide or blue-on-blue.
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Ulf Lindqvist and Erland Jonsson [Lind1997], Ivan Krsul [Krsul998|, and Edward Amoroso
[Amor1994] are summarized.

Howard [Howal997| asserts in his Ph.D. dissertation that any taxonomy must have a
certain set of properties. Lindqvist [Lind1997] gives a similar list, only changing two cate-
gories, and Amoroso [Amor1994] adds a few more properties. Krsul [Krsul998] and Bishop
[Bish1999] give their own lists. Combining the set of properties, we obtain the following list:

e accepted [Howal997]

e appropriateness [Amor1994]

e based on the code, environment, or other technical details [Bish1999]
e comprehensible [Lind1997]

e completeness [Amor1994]

e determinism [Krsul99§]

e exhaustive [Howal997, Lind1997]

e internal versus external threats [Amor1994]

e mutually exclusive [Howal997, Lind1997]

e objectivity [Krsul998]

e primitive [Bish1999]

e repeatable [Howal997, Krsul998]

e similar vulnerabilities classified similarly [Bish1999]

e specific [Krsul998|

e terminology complying with established security terminology [Lind1997]
e terms well defined [Bish1999]

e unambiguous [Howal997, Lind1997]

e useful [Howal997, Lind1997]

A taxonomy should be accepted in the general community, and it must be appropriate
for the given assumptions — for example, whether malicious internal users are present or
not. Every characteristic (see Section 2.5.2) or item being classified must be based on solid

13

technical details, and not on “..social cause[s| of the vulnerability (malicious or simply
erroneous, for example)” [Bish1999]. Some taxonomies presented in Chapter 3 base their
classifications on non-technical characteristics, making those taxonomies non-conforming to

Bishop’s objectives.
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The taxonomy must be comprehensible to both security experts and to those less familiar
with security; It must be complete, so that every attack is able to fit somewhere in the
taxonomy structure. Krsul argues that each characteristic must have a deterministic way to
“extract” the feature. By being exhaustive, all possible categories are covered. Of course,
each taxonomy could include a category “other” to make it exhaustive.®® Amoroso writes
that the internal and external threats must be able to be distinguished so that a security
perimeter analysis can be run.

Each category must be mutually exclusive to each other category. That is, the categories
must not overlap. There must be objectivity by the one determining the classification; Krsul
said, “The features must be identified from the object known and not from the subject
knowing” [Krsul998]. That is, the characteristic must be “clearly observable” [Krsul998].

When Bishop calls for a taxonomy to be “primitive”, he refers to the choices that are
made down a decision tree. Those choices should be able to be answered with a simple “yes”
or “no” answer. This would cause the characteristic to be classified in the same way every
time the classification is repeated by another party.

While Bishop suggests that all race conditions be classified together, he acknowledges that
some race conditions may have other characteristics which may be classified in a different
class. The multiple characteristics of a single vulnerability may cause the vulnerabilities
to be overlapped into multiple classes. But by doing this, if a single characteristic can be
eliminated, it is theorized that the vulnerabilities caused by that characteristic can also be
eliminated.

The taxonomy should be specific, but should comply with the established security ter-
minology. The terms of the taxonomy should be well defined (see Section 2.5.2 for more
details); that is, “coding fault” and “environmental fault” may not be mutually exclusive or
unambiguous. Finally, a taxonomy should be useful, but if one has an “other” category to
make all categories mutually exclusive, the usefulness of the “other” category is debatable.
There is always a need to be able to expand the taxonomy if new computer attacks come to
light, but by putting an attack in “other,” one breaks down the structure that the taxonomy

seeks to define.

38Private e-mail message from Dr. Carl Landwehr, February 2000.
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Some of the following taxonomies in Chapter 3 will not follow all of these properties.
Whether these categorizations are considered true taxonomies by Howard, Lindqvist or

Amoroso’s definition will be discussed in a later section.

2.5.2 Characteristics, Features, and Attributes of a Taxonomy

Bishop [Bish1999] agrees with Krsul [Krsul998] by stating that taxonomies should classify
properties of vulnerabilities and not by the vulnerability itself. These characteristics are
also called features or attributes. This is consistent with work done in the taxonomies of
plants and animals in the past such as Linnaeus [Linn1766].

Bishop also argues that it is inappropriate to classify vulnerabilities by such terms as
“coding fault” or “environmental fault” because, “...does a ‘coding fault’ arise from an im-
properly configured environment? One can argue that the program should have checked the
environment, and therefore an ‘environmental fault’ is simply an alternative manifestation
of a ‘coding fault™ [Bish1999].

Krsul quotes numerous encyclopedias to state, “A taxonomy is the theoretical study of
classification, including its bases, principles, procedures and rules” [Krsul998]. “A classifi-
cation,” he continues, “is the separation or ordering of objects (or specimens) into classes.”

¢

Later in his dissertation, he again says, “...a taxonomy includes the theory of classification,
including the procedures that must be followed to create classifications, and the procedures
that must be followed to assign objects to classes.” As an example, he states that Aslam’s
[Asla1995, Aslal996] taxonomy, which Krsul himself extended, was not a taxonomy but a
“classification scheme” because it did not explain the predictive properties of how the deci-
sion was to be made about each level or division. This dissertation presents methodologies
of characteristics in Chapter 7.

Each level or division, Krsul derives from the biological sciences, must have a fundamen-
tum divisionis, or a “grounds for a distinction.” That is, at each decision point whether
to put a characteristic into one category or another, must have a feature that defines the
difference between the two categories. He gives as an example that one cannot ask whether

a vulnerability is a race condition, or a configuration problem. Since a vulnerability could

be both, it would violate the principle of fundamentum divisionas.
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2.6 Wireless Networking

The ability to access a network without wires is fast become a ubiquitous reality [Lewil999].
While this section will overview wireless networking and common standards, security aspects
of wireless technology will be covered in a later section.

Wireless communication [Rapp1996] is becoming more prevalent with each passing year.
Companies such as Pitney Bowes use mobile data systems such as ARDIS, Mobitex, and
CDPD (Cellular Digital Packet Data) to facilitate automatic part ordering from field units.
In addition to stand-alone systems such as those, field personnel using laptop computers need
to be connected to the Internet wherever they go [Dayel997]. Systems such as Mobile-IP
[Perk1998, Solo1998] allow a mobile unit to attach itself to the Internet through a system
of proxy agents. When a group of two or more mobile computers need to set up an ad-
hoc network either at a small meeting or a large international conference, a Mobile Ad-Hoc
Network (MANET) can be used.

Multiple access methodologies will be discussed in Section 2.6.1. Wireless communication
standards will be covered in Section 2.6.2, while systems and protocols will be presented in

Section 2.6.3.

2.6.1 Multiple Access Methodologies

There are many different ways to have multiple stations access the shared medium simul-
taneously. Different frequencies, time, and codes are used to achieve this result. These
multiple access methodologies are discussed below as Frequency Division Multiple Access
(FDMA) in Section 2.6.1.1, Time Division Multiple Access (TDMA) in Section 2.6.1.2, and
Code Division Multiple Access (CDMA) in Section 2.6.1.3. For more detailed information

on these multiple access technologies, consult [Rapp1996].

2.6.1.1 Frequency Division Multiple Access (FDMA)

Since all wireless technologies use different frequencies to transmit information, the frequency
band allocated to the particular devices can be divided into channels to be used for uplinks

and downlinks. An uplink is the process of sending information from the mobile unit to a
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base station; while a downlink is the sending of information in the reverse direction, from a
base station to the mobile unit. The band used to uplink information is known as the reverse
channel; while the band used to downlink information is known as the forward channel.
One’s car radio uses this technology to receive information. There are set frequencies
(example: 87.9 MHz) that stations use as their base frequency to transmit their broadcast
signal. Even though many radio stations are transmitting at the same time, one can listen
to a particular station without interference from the other radio stations by tuning to the

different frequencies.

2.6.1.2 Time Division Multiple Access (TDMA)

In another multiple access scheme, all data is transmitted using the same set of frequencies
but at different times. The entire timeline is broken into fixed time slots that different users
can transmit on. Unlike FDMA, multiple users share the same frequencies. Collisions can
and do occur when two or more users transmit at the same time. For example, two people in
the room talk at the same frequencies (400 - 4,000 Hz), but a meaningful conversation can
occur only when they take turns and allow the other person to talk. A standard T1 (DS1)
line uses this multiple access technology, as well as the classic Slotted ALOHA [Robel975]
(Slotted ALOHA is based on the ALOHA multiple access scheme described in [Abral970])
[Bert1992].

2.6.1.3 Code Division Multiple Access (CDMA)

In CDMA, different users transmit their data on the same frequencies at the same time, but
the data is “spread” over the entire frequency band with different “codes.” The receiver who
knows the code can reassemble the message and process the information. While this sounds
less intuitive than FDMA and TDMA, it occurs in life. When a multitude of people get
together at a party, many conversations usually occur between different sets of participants.
Everyone uses the same voice frequencies at the same time, but the brain recognizes the

voice (“code”) of a person with whom one is talking.
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2.6.2 Wireless Communication Standards

This section will outline some of the the basic wireless communication standards such as
AMPS (Section 2.6.2.1), PCS (Section 2.6.2.2), 802.11 (Section 2.6.2.3), and Bluetooth (Sec-
tion 2.6.2.4). Other protocols and standards will not be discussed further. For a brief outline
of the history of cellular and the different types of standards presently available, see Chan-
dran and Valenti’s article [Chan2001]. For a more detailed description of many other wireless
standards in North America, Europe, and Japan, see Varshney’s article [Vars2000] and Rap-
paport’s book [Rapp1996]. A recent article on cellular security is found in [Riez2000].

2.6.2.1 AMPS

The Advanced Mobile Phone System (AMPS) [Youn1979] was created in the late 1970s and
was first deployed in 1983. It uses standard frequency modulation (FM) for a carrier of
analog signals, and uses the frequency band 824-849 MHz for the reverse channel and 869—
894 MHz for the forward channel [Rapp1996]. It is still in use today because of its seemingly
ubiquitous towers and the long range it has compared with the newer digital systems. It
uses FDMA (Section 2.6.1.1) with 30 kHz channel bandwidth. Other similar analog systems
such as narrowband-AMPS (NAMPS) and European Total Access Communication System
(ETACS) are covered in detail in [Rapp1996]. As will be shown in more detail later, AMPS
is extremely unsecure, as one can easily intercept FM radio transmissions with a simple

scanner.??

2.6.2.2 PCS

PCS, or the Personal Communication Systems [Ashil993], seeks to incorporate aspects of
an “advanced intelligent network (AIN)” [Rapp1996] to make communications (both voice
and data) ubiquitous. Standards such as IS-95 (using CDMA) in North America and GSM
(Global System for Mobile) (using TDMA) in Europe are becoming the means of implement-

ing this vision. See Rappaport [Rapp1996] for more information on the specific protocols.

39Most common scanners on the market today disallow a user from listening on those frequencies of
AMPS, but various work-arounds can be found on the Internet to modify the scanner’s hardware. Usually,
this involves just cutting a diode on the scanner’s printed circuit board. This was once demonstrated in a
Congressional hearing. The reader is directed to various “underground” sites to obtain further information.
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2.6.2.3 802.11

IEEE 802.11 is a physical and data link layer protocol [Bert1992] implementing a Wireless
Local Area Network (WLAN). It is a subset of the IEEE 802 family of protocols, such as
802.2 (Token Ring) and 802.3 (Ethernet). It offers wireless networking with 1-2 Mbps data
transfer rate using Spread Spectrum or Infrared technologies [Lougl1997] and 11 Mbps data
transfer rate for IEEE 802.11b [O’Hal1999]. While some 802.11 products are on the market,
it is still a relatively new technology. Further details of IEEE 802.11 standard along with a

security assessment will be given in Chapter 8.

2.6.2.4 Bluetooth

Bluetooth, named after Harald Bluetooth, the 10th century Viking king,® is a consortium of
companies (3Com, Ericsson, Intel, IBM, Lucent Technologies, Motorola, Nokia, and Toshiba)
bonded together to form a wireless standard. Not only is it a standard, but it is also a prod-
uct. The hardware consists of a microchip with a radio transceiver. It can be incorporated
into a laptop or wireless phone. It can access other ad hoc networks (Section 2.6.3.2) or
local access points. It is a short range system, operating at a normal range of 10 m (0 dBm)
and an optional range of 100 m (420 dBm). It is similar to IEEE 802.11 (Section 2.6.2.3)
in that it uses 2.4 GHz as its base frequency. It can reach 6 Mb/s in a multiple piconet
ad hoc structure. However, it differs from IEEE 802.11 in that it is a “Wireless Personal
Area Network (WPAN) specified in IEEE 802.15, Working Group for Wireless Personal Area

Networks:

The 802.15 standards work is a cooperative effort with the Bluetooth SIG. The
IEEE 802.15 Working Group provides, in the IEEE 802 family, standards for
low-complexity and low-power consumption wireless connectivity. The coopera-
tive effort resulted from a convergence of IEEE standards development activities

underway coupled with the formation of the Bluetooth SIG in 1998.4!

A recent article on Bluetooth is found in [Haar2000].

40http://www.bluetooth.com/bluetoothguide/faq/2.asp#
41Quote from web page found 27 November 2000 at http://standards.ieee.org/wireless/overview.html
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2.6.2.5 Summary of Wireless Communication Standards

This section gives a brief overview of prevailing wireless communication standards today.
Paulson’s paper covers the differences between IEEE 802.11, HiperLAN, and HomeRF
[Paul2000]. The latter two protocols will not be described further in this dissertation.

2.6.3 Systems and Protocols

This section will cover some of the systems and protocols that use the wireless standards
above. The most popular systems are Mobile IP (Section 2.6.3.1) and Mobile Ad Hoc
Network (MANET) (Section 2.6.3.2).

2.6.3.1 Mobile IP

Mobile IP is a protocol that attempts to give the aspect of mobility to the Internet Protocol
(IP). It uses a set of agents (one on the home network called a home agent and one on the
visited network called a foreign agent) to essentially act as a forwarding service. The mobile
node registers with a foreign agent expressing the interest in receiving messages from the
home network. The home agent intercepts all messages for the mobile system and forwards
them to the notified foreign agent who then can reach the mobile node. Route optimization
can be used to directly send messages from the mobile node directly back to the home agent,
thus bypassing the foreign agent. This forms a triangle of the home agent, foreign agent,
and the mobile node; cutting off one leg of the messages’ journey. For detailed discussion of

Mobile IP, see the two books [Perk1998; Solo1998].

2.6.3.2 Mobile Ad Hoc Networks (MANET)

When a fixed infrastructure is not available, a mobile ad hoc network (MANET) may be
needed. This can be a network between two or more computer nodes and some users in
the network may not be able to directly “see” other nodes. Thus, routing is accomplished
by having some nodes be a mobile router. This causes many security concerns, as will be
discussed in later sections. For an overview of MANET, see [Cors1999]; for a paper on how

to secure mobile ad hoc networks, see [Zhoul999].
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2.7 Summary

This chapter has presented an overview of computer security, assumptions made in designing
security into computer systems, problems of computer security, the theory of penetration
testing, and wireless networking. Chapter 3 will deal specifically with different types of
attacks that have besieged computers in the past and those attacks that affect computers

today.

46



Chapter 3

Computer Attack Taxonomies

Traditionally, security incidents were broken into categories of disclosure of confidential in-
formation (loss of confidentiality), loss of integrity, and denial-of-service (DoS) attacks (loss
of availability) [Amor1994]. In chapter 3 of his book, Amoroso argues that if one breaks
into a computer without disclosing any of its data (losing confidentiality), modifying any of
its data (losing integrity) or causing a denial of service (losing service (or availability)), the
attack would not fit into any of these neatly defined three categories. He asserts that some
other form of taxonomies needed to be developed. The following sections examine different
taxonomies that have been created and compare them to each other.

There has been work some done in classifying differing aspects of computer security,
including Wagner’s work in fingerprinting [Wagn1983], Syverson’s taxonomy of replay attacks
in cryptographic protocols [Syvel994], Hinke’s taxonomy of inference detection approaches
[Hink1997], and Linqvist’s taxonomy of the security risks of using Commercial Off The Shelf
(COTS) equipment [Lind1998]. This research will not concentrate on those taxonomies
unless they deal specifically with computer attacks.

Some literature in the field outlines classes of weaknesses in computers [Attal976] or
general classes of attacks [Park1975b]. Some papers that do not consider themselves a
taxonomy per se [Neum1989] are later extended and the entire taxonomy is considered a
taxonomy [Lind1997].

This chapter will review the past work done in computer attack classifications and will
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show that there are similarities among them by referencing past work in taxonomic compar-
ison as well as new work developed in the comparison of taxonomies. Section 3.1 will show
the overall types of computer misuse and its perpetrators. At the end of the section, the
past work of misuse taxonomy comparison is combined with new work of misuse taxonomy
comparison to show how all the misuse taxonomies are similar.

Section 3.2 outlines taxonomies that give an overview of the people trying to get malicious
access to computers and the objectives and results of those trials. This encompasses the
work done by Howard [Howal997] and extensions done by Sandia National Laboratories
[Chri1999].

Work done by graduate students at Purdue University (Kumar, Aslam, and Krsul) and
extensions done by a graduate student at lowa State (Richardson) is covered in Section 3.3.
Lists used by Linde and Attanasio with the Flaw Hypothesis Methodology for penetration
testing are given in Section 3.4. Finally, other miscellaneous taxonomies and attacks are

outlined in Section 3.5.

3.1 Types of Computer Misuse and Its Perpetrators

This section will review those taxonomies given in the past that describe types of computer
misuse and the perpetrators that do that misuse. The taxonomies of Anderson [Andel980]
and Neumann [Neum1989] are covered (Sections 3.1.1 and 3.1.2) as well as the extension of
Neumann made by Lindqvist [Lind1997] (Section 3.1.3) and the network security taxonomy
of Jayaram and Morse [Jayal997] (Section 3.1.4). Those four taxonomies are then compared

with each other (Section 3.1.5).

3.1.1 Anderson’s Penetration Matrix

James P. Anderson in [Andel1980] develops a four cell matrix that covers the types of pen-
etrators, based on whether they are authorized to use the computer and the data/program
source. That matrix is shown in Table 3.1.

Anderson continues in his report by giving three subclasses of Class B, Internal Penetra-

tion: the masquerader, the legitimate user, and the clandestine user. As one progresses from
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Table 3.1: Anderson’s Penetrator Matrix [Ande1980)]

Penetrator Not Penetrator
Authorized to Use Authorized to Use
Data/ Program Data/ Program
Resource Resource
Penetrator Not CASE A:
Authorized Use of External Penetrator ><
Computer
Penetrator CAsEB: CAse C:
Authorized Use of Internal Penetrator Misfeasance
Computer

the masquerader to the clandestine user, it is more difficult to detect with audit trails. The
complete outline is seen in the following list:

A. External Penetration

B. Internal Penetration

a. The masquerader (defeats procedural controls)
b. The legitimate user
c. The clandestine user (defeats logical controls)

C. Misfeasance (authorized action in an improper way [Neum1989))

The masquerader is someone pretending to be a legitimate user; from the system’s perspec-
tive, there is no difference between a masquerader and a legitimate user if the masquerade
works perfectly. The legitimate user is one of a “case of misfeasance... misuse of authorized
access.” A clandestine user, on the other hand, “operate[s| below audit trail or... evadels]
audit trail.” There is nothing said about the third class Misfeasance, especially about what
differentiates it between an Internal Penetration, legitimate user. However, as we see in
Section 3.1.5.1, Neumann and Parker match their nine classes of computer misuse to the

Anderson matrix.

3.1.2 SRI Computer Abuse Methods Model

Neumann and Parker developed over the course of six years a model that they call the
SRI Computer Abuse Methods Model. Section 3.1.2.1 covers the evolution of the model

through the four papers and books published in regard to the manual [Park1989, Neum1989,
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Park1992, Neum1995]. Section 3.1.2.2 explains how the nine categories of the SRI Computer

Abuse Methods Model was expanded into twenty-six types of attacks.

3.1.2.1 Evolution of the SRI Computer Abuse Methods Model

In 1989, Neumann and Parker published, “A Summary of Computer Misuse Techniques”
[Neum1989] in which they outline a series of classes of computer misuse from their data of
about 3000 cases over nearly twenty years. Figure 3.1 (page 51) shows their classes and their
structure.! They comment, “For visual simplicity, the figure is approximated as a simple
tree. However, it actually represents a system of descriptors, rather than a taxonomy in the
usual sense, in that a given misuse may involve multiple techniques within several classes.”
[Neum1989, Neum1995]

Parker also published works in which he used the same basic text and described the
tree. However, there are some changes in the trees throughout the literature. (See Table
3.2 on page 52 for a side-by-side comparison of the four instances in the literature of the
model.)? The tree shown in [Park1989] has categories 6 (“Active Abuse”) and 7 (“Passive
Abuse”) reversed. In addition, Parker leaves out the eighth category cited in [Neum1989],
“Misuse Resulting from Inaction.” In an article on computer crime contained in [Park1992],
Parker leaves out the second category, “Hardware Misuse,” even though he comments on it in
the article (the same basic article text was used in all four references [Park1989, Neum1989,
Park1992, Neum1995]). In addition, he changes the third category to “Preprogrammed Use”
and continues to leave out the eighth category “Misuse Resulting from Inaction” as in his
earlier article [Park1989]. Of all the references, the two Neumann references seem to be the
most complete. It is this tree [Neum1989] that Lindqvist and Jonsson extend in [Lind1997]
(See Section 3.1.3).

1Tt should be noted that the fourth class, “Setting up subsequent misuse” [Neum1989] had its name
changed to “Pest programs for deferred misuse.” Figure 3.1 is based on the later published tree in [Neum1995].

2Type in boldface indicates minor changes in the wording of the models; whereas, type in boldface and
boxed are major changes mentioned here.
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EX: Externd
misuse

Computer-system access

HW: Hardware
misuse

Computer-system use

MQ: Masquerading Apparently authorized

(even if clandestine)
PP: Pest programs fo Direct use
deferred misuse

BY: Bypass of intended
controls

Use gpparently conforming
with intended controls

AM: Active misuse Active use

of resources

PM: Passive misuse
of resources

Apparently normal use

IM: Misuseresulting
from inaction

Apparently
proper use

IN: Useasanaid to
other misuses

Proper use

Figure 3.1: Neumann and Parker’s SRI Computer Abuse Methods Model [Neum1995]
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Table 3.2: Variations of the SRI Computer Abuse Methods Model

[Park1989]
p.4

[Park1992]
p.442

[Neum1989]
p.398

[Neum1995]
p.101

1. Externa misuse

1. Externa abuse

1. Externa misuse

1. Externa misuse

Computer system Internal Computer system Computer-system
access access access

2. Hardware misuse N/A 2. Hardware misuse 2. Hardware misuse

Computer system use N/A Computer system use Computer-system

use
3. Masquerading 2. Masguerade 3. Masquerading 3. Masquerading
Operating system Valid access Apparently Apparently
use authorized use (even authorized use (even
if clandestine) if clandestine)
4. Preparatory 3. Preprogrammed 4. Setting up 4. Pest programs

abuse abuse subsequent misuse for deferred misuse
Direct use Prepr ogrammed Direct use Direct use
use
5. Bypass of 4. Bypass of 5. Bypassing 5. Bypass of

intended controls

Conforming with
intended controls

intended controls

Conforming to
intended controls

intended controls

Use apparently
conforming with
intended controls

intended controls

Use apparently
conforming with
intended controls

7. Passive abuse 5. Active abuse 6. Active misuse of 6. Active misuse of
resources resources
Passive use Active use Active use Active use
6. Active abuse 6. Passive abuse 7. Passive misuse of 7. Passive misuse of
resources resources
Active use Passive use Apparently normal Apparently normal
use use
N/A N/A 8. Misuseresulting 8. Misuseresulting
from inaction from inaction
N/A N/A Apparently proper Apparently proper
use use
8. Useasatool for 7. Useasatool for 9. Useasanadto 9. Useasanadto
committing abuse externd use other misuses other misuses
Normal use Normal use Proper use Proper use
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Table 3.3: Neumann and Parker’s Categories of Computer Misuse (NP1 — NP9)

NP1 | EXTERNAL

NP2 | HARDWARE MISUSE
NP3 | M ASQUERADING
NP4 | PEST PROGRAMS
NP5 | BYPASSES

NP6 | ACTIVE MISUSE
NP7 | PASSIVE MISUSE
NP8 | INACTIVE MISUSE
NP9 | INDIRECT MISUSE

3.1.2.2 Nine Categories and Twenty-Six Attacks

I will classify the nine categories that comprise the SRI Computer Abuse Methods Model
as NP1 — NP93 as Lindqvist and Jonsson did in their 1997 expansion of this model. See
Section 3.1.3 for a overview of Lindqvist and Jonsson’s expansion of the SRI Computer Abuse
Methods Model. These nine categories (NP1 — NP9) are the same categories as from the
SRI Computer Abuse Methods Model shown in Figure 3.1 on page 51, and they are shown
in Table 3.3.

Neumann expanded the nine categories of Neumann and Parker’s categories of computer
misuse into twenty six types of attacks, shown in Table 3.4 on page 54 [Neum1995]. The
twenty-six types of computer misuse will be referred to as CM1 — CM26.* These nine
categories and twenty-six attacks will be compared against other taxonomies in later sections

of this document.

3.1.3 Lindqvist and Jonsson’s Extension of Neumann and Parker

Lindqvist and Jonsson [Lind1997] extend Neumann and Parker [Neum1989] described in Sec-
tion 3.1.2 by expanding categories NP5 (Bypassing intended controls), NP6 (Active misuse
of resources), and NP7 (Passive misuse of resources). They introduce the concept of dimen-

sion: attacks have certain intrusion techniques and certain intrusion results. This forms the

3The prefix “NP” will stand for Neumann and Parker. Although not stated in Lindqvist and Jonsson’s
paper [Lind1997], the “NP” in their category names also probably means “Neumann and Parker.”

4The prefix “CM” will be designated as Computer Misuse. For example, Logic bombs (seen in class NP4)
will be known as CM14.
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Table 3.4: Neumann and Parker’s Types of Computer Misuse (CM1 — CM26) [Neum1995]

M ODE MIsSUSE TYPE
EXTERNAL (EX)
1. Visual spying Observing of keystrokes or screens

2. Misrepresentation
3. Physical scavenging

Decelving operators and users
Dumpster-diving for printout

HARDWARE MISUSE (HW)
4. Logical scavenging
5. Eavesdropping
6. Interference
7. Physical attack
8. Physical removal

Examining discarded / stolen media
Intercepting electronic or other data
Jamming, electronic or otherwise
Damaging or modifying equipment, power
Removing eguipment and storage media

M ASQUERADING (MQ)
9. Impersonation
10. Piggybacking attacks
11. Spoofing attacks
12. Network weaving

Using false identities external to computer systems
Usurping communication lines, workstations
Using playback, creating bogus nodes and systems
Masking physica whereabouts or routing

PEST PROGRAMS (PP)
13. Trojan horse attacks
14. Logic bombs
15. Malevolent worms
16. Virus attacks

Setting up opportunitiesfor further misuse
Implanting malicious code, sending letter bombs
Setting time or event bombs (aform of Trojan horse)
Acquiring distributed resources

Attaching to programs and replicating

BYPASSES (BY)
17. Trapdoor attacks
18. Authorization attacks

Avoiding authentication and authority
Utilizing existing flaws
Password cracking, hacking tokens

ACTIVE MISUSE (AM)
19. Basic active misuse

20. Incremental attacks
21. Denials of service

Writing, using, with apparent authorization
Creating, modifying, using, denying service, entering
false or misleading data

Using salami attacks

Perpetrating saturation attacks

PASSIVE MISUSE (PM)
22. Browsing
23. Inference, aggregation
24. Covert channels

Reading, with apparent authorization

Making random or selective searches

Exploiting database inferences and traffic analysis
Exploiting covert channels or other data leakage

INACTIVE MISUSE (IM/25)

Willfully failing to perform expected duties, or
committing errors of omission

INDIRECT MISUSE (IN/26)

Preparing for subsequent misuses, as in off-line
preencryptive matching, factoring large numbersto
obtain private keys, autodialer scanning
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Table 3.5: Lindqvist and Jonsson’s Intrusion Techniques

Capture
Password attacks :
g;c?asﬂ ng Guessing
intended controls Spoofing privileged programs
Utilizing weak authentication
NP6 Exploiting inadvertent write permission
Activemisuseof | Resource exhaustion
resour ces
NP7 Manual browsing
Passive misuse of . Using a personal tool
Automated searchin : : :
resources g Using apublicly available tool

basis of cause and effect in VERDICT (see Section 5.1.3). Their extensions of Neumann and
Parker’s categories NP5 — NP7, along with their intrusion techniques is given in Table 3.5,
and their creation of a classification of intrusion results is given in Table 3.6 (p. 56).

It is to be noted that all the users were in a classroom setting, and since all the users
were authorized to access the system, only classes NP5 — NP7 were considered. In a later
section, we will show how the intrusion techniques of Lindqvist and Jonsson [Lind1997] are
equivalent to some categories of the RISOS study [Abbo1976], the PA study [Bisb1978], and

other work of Neumann [Neum1978].

3.1.4 Jayaram and Morse’s Network Security Taxonomy

In [Jayal997|, Jayaram and Morse develop a taxonomy of security threats to networks. I
shall label them JM1 — JM5.> They are shown in Table 3.7 on page 56.
Since Jayaram and Morse only briefly explain their taxonomy’s categories (Class of Se-

curity Threats), I will quote them in full:

Physical Security breach arising from the theft of components and systems often

perpetrated through impersonation.

System Weak Spots Weak spots in operating systems or other system soft-

ware that a perpetrator exploits for unathorised (sic) access to the systems.

5The prefix “JM” will stand for Jayaram and Morse.
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Table 3.6: Lindqvist and Jonsson’s Intrusion Results

Disclosure of Only user information disclosed
confidential . , ,
information System (and user) information discl osed
Exposure Access as an ordinary user account
Serviceto Access as a special system account
unauthorized entries Access as client root

ACCESS as server root

Affectsasingle user at atime

Selective
. . Affects agroup of users
Denial of service :
Unselective Affectsall users of the system
Transmitted Affects users of other systems
Affectsasi [
Selective ectsasingle user at atime
Affects agroup of users
Erroneous output .
Unselective Affects all users of the system
Transmitted Affects users of other systems

Table 3.7: Jayaram and Morse’s Network Security Taxonomy (JM1 — JM5)

JM1

Physical

JM2

System Weak Spots

JM3

Malign Programs

JM4

Access Rights

JM5

Communication-based
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Malign Programs A perpetrator embeds malevolent programs (viruses for ex-
ample) in a system with the intention of causing destruction to information

carried by the system.

Access Rights Legitimate user’s identity usurped by ‘acquiring’ user’s access
rights through password traps, password cracking etc. to gain access to

system resources.

Communication-based Network connectivity opens up opportunities for ille-

gal information access through such means as eavesdropping, spoofing etc.

They also have two “Class of Security Mechanisms” that, “...are necessary to meet the

class of security threats as outlined above” [Jayal997]|. The two listed are the following;:

e Authentication and Access Control

e Encryption

Because “communication becomes the attractive means to effect intrusions into systems,”

they list two mechanisms to counter the communication threat:

e Firewalls

e Secure Socket Layer (SSL)

Their “Taxonomic View” [Jayal997] covers many different levels of abstraction: system
(e.g., JM1, JM2, JM5) to the program running on the system (e.g., JM3) to the result (or
cause) of the breaches (e.g., JM4). It is included in this chapter as part of the various

taxonomies out there, but it is not comprehensive enough for a final taxonomy:.

3.1.5 Summary and Comparison of Misuse Taxonomies

This section will show that the four computer misuse taxonomies shown above can be com-
bined and merged. Section 3.1.5.1 shows the comparison of how the Neumann and Parker

nine categories (NP1 — NP9) [Neum1989] match the categories of Anderson [Andel1980].
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Table 3.8: Comparison of Anderson and Neumann/Parker [Neum1989]

[Andel980] [Neum1989]

A. EXTERNAL PENETRATION «» Classes1 & 2 (NP1, NP2)
B. INTERNAL PENETRATION
a. The masguerader <> Class3 (NP3)
b. The legitimate user
c. Theclandestineuser «» Classes4 & 5 (NP4, NP5)
C. MISFEASANCE «> Classes6, 7, 8, & 9 (NP6, NP7, NP8, NP9)

3.1.5.1 Comparison of Neumann and Parker to Anderson’s Penetration Matrix

Neumann and Parker compare their nine levels of descriptors to Anderson’s matrix (Sec-
tion 3.1.1). This is illustrated in Table 3.8. External Penetration includes External and
Hardware misuse (NP1 & NP2). The masquerader of the internal penetration corresponds
to Masquerading (NP3); while the clandestine user corresponds to Pest Programs and By-
passes (NP4 & NP5). Finally, the Misfeasance category of Anderson corresponds to the
remaining Neumann and Parker categories, Active, Passive, inactive, and indirect misuse
(NP6 — NP9).

We see that the Neumann and Parker [Neum1989] categories NP1 — NP9 are equivalent
to Anderson’s [Andel980] categories. Continuing this trend, we shall look at the extensions
of Neumann and Parker [Neum1989] by Lindqvist and Jonsson [Lind1997] and how those

categories match up.

3.1.5.2 Comparison of Lindqvist and Jonsson to Neumann and Parker

It is shown in Table 3.6 on page 56 that Lindqvist and Jonsson [Lind1997] extend three
categories of Neumann and Parker. Because of this, Lindqvist and Jonsson can also be

compared to Anderson as shown by Table 3.8 on page 58 in Section 3.1.5.1.

3.1.5.3 Comparison of Jayaram and Morse’s Taxonomy to Neumann and Parker

Table 3.9 on page 59 shows that Jayaram and Morse matches the categories of Neumann and

Parker. Because of this, Jayaram and Morse can also be compared to Anderson as shown in

Table 3.8.
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Table 3.9: Comparison of Jayaram & Morse [Jayal997] and Neumann & Parker [Neum1995]

JAYARAM & MORSE Examples [Jaya1997] NEUMANN & PARKER
[JAYA1997] [NEUM1995]
PHYSI CAL Theft of Compqnents, External_ (NPL);
| mpersonation Hardware misuse (NP2)
Bypasses (NP5),
SYSTEM WEAK SPOTS Flaws in Operating Systems Active misuse (NP6);
Passive misuse (NP7)
Pest Programs (NP4),
MALIGN PROGRAMS Viruses, etc. Active misuse (NP6);
Passive misuse (NP7)
Password traps,
ACCESSRIGHTS Password cracking, Bypasses (NP5)
“AcquirinLric_jhts
Eavesdropping, Spoofing, Masquerading (NP3);
COMMUNICATION-BASED Netvxrl)(r))rk%ttsagks i Ea;alsegdroppi n%_) ((CM E)S)
Not Used: Inactive misuse (NP8); Indirect misuse (NP9)

3.2 From the Source to the Objective

This section will show two taxonomies that are very similar to each other. The first is
given in Howard’s Ph.D. dissertation [Howal997] (Section 3.2.1). The second was included
in a presentation at a conference; however, the presentation was not specifically about the

taxonomy (Section 3.2.2).

3.2.1 Howard’s CERT Taxonomy

John Howard [Howal997] categorized the CERT incidents on the Internet from 1989-1995.
He created a new taxonomy with types of attackers, tools used, access information such as
why it was broken and what was used in the access, results of the break-in, and the objectives
of the attack. Results are shown in Figure 3.2 on page 60. This taxonomy forms the basis
for the Sandia Laboratory taxonomy shown in Section 3.2.2.

Howard’s taxonomy, “...does not attempt to enumerate all computer security flaws, or to
enumerate all possible methods of attack, but rather to reorient the focus of the taxonomy

toward a process, rather than a single classification category” [Howal997]. However, his
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Attackers Tools Access Results Objectives
Hackers User Implementation Unauthorized Files Corruption of Challenge,
Command Vulnerability Access Information Status
; P Scriptor  |—§  Design Unauthorized L Process | 3% Datain Disclosure of 5 Palitical
Spies Program Vulnerability Use Transt Information Gain
Terrorists Autonomous Configuration Theft of Financial
Agent Vulnerability Service Gain
Corporate . Denial-of-
Raiders Toolkit Frvice Damage
Professional Distributed
Criminals Tool
Vandals Data Tap

Figure 3.2: Howard’s CERT Taxonomy

taxonomy seems to fail to follow his own ideas on what a taxonomy should consist of (Section
2.5.2). Howard wants taxonomies to be mutually exclusive, but his taxonomy fails to do just
that. Under the category, Tools, both Script or Program and Toolkit cannot be mutually
exclusive because, “Toolkits group scripts programs and autonomous agents together, often
with a user-friendly graphical user interface” [Howal997]. He tries to distinguish between
toolkits and scripts by continuing, “What distinguishes toolkits from user commands, scripts
or programs (the previous classifications) is that these are grouped together in a toolkit —
a toolkit contains a group of tools.” That distinction is not mutually exclusive, and the
category ‘Scripts or Program is a subcategory of Toolkit.

Likewise, his “Attackers” category indeed lists many types of attackers, but they are
not mutually exclusive. Depending on one’s point of view, a ‘terrorist’s actions could be
indistinguishable from those of a vandal. A spy could be a professional criminal.

Howard’s taxonomy, or the process of an attack, was taken and expanded in Sandia
Laboratory’s taxonomy, as seen in the next section (Section 3.2.2). However, as we will see,

the same problems occur with that taxonomy that occur with Howard’s.

3.2.2 Sandia Laboratory Taxonomy

This taxonomy was given in a talk by Christy in the fall of 1999 at the Shadowcon conference
held in Dahlgren, VA [Chril999]. Although his talk was on the cyber threat to the United
States government and the legal issues that must be resolved in order to counter those threats,

he included a taxonomy that looked very similar to Howard’s [Howal997] taxonomy. When
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questioned, Christy said it had come from the Sandia National Laboratory. It is very similar
to Howard’s, adding some categories and merging a few others. It is presented in Figure 3.3
on page 62.

As was mentioned in 3.2.1, the same shortcomings of Howard’s Ph.D. are evident in San-
dia’s taxonomy. Categories like “Attackers” are expanded, but are not mutually exclusive.

While it provides an overview of types of attacks, it does not provide a complete taxonomy.

3.3 Purdue’s Taxonomy Work and Extensions

Purdue University has produced a large amount of work on computer attack taxonomies.
This section overviews that work. Sections 3.3.1, 3.3.2, 3.3.3, and 3.3.4 summarize the work

of Kumar, Aslam, Krsul, and the extension work of lowa State.

3.3.1 Kumar’s Classification and Detection of Computer Intru-

sions

Kumar [Kumal995] classifies computer intrusions on UNIX systems using the system logs
and colored Petri nets. His “classification scheme” includes four types of signatures (“in

increasing order of representability of signatures”) [Kumal995]:

1. Existence
2. Sequence (Interval and Duration)
3. RE® Patterns

4. Other patterns
In a 1994 conference paper, intrusion attacks are classified as follows [Kumal994]:

1. Existence. The fact that something(s) ever existed is sufficient to detect the intrusion
attempt. Simple existence can often be found by static scanning of the file system.

Examples include searching for altered permissions or certain special files.

6Regular Expressions.
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Incident
< >
Attack
' . < > .
Event 2 :
« >
Attackers Tool Vulner ability Action Target Unauthorized Objectives
Access
. Challenge,
Hackers Physical Desgn Probe Account Iner Status,
Attack Access -
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Spies > Informel on——> Impl ementationT> Scan —2 Process T Disd osure of —>» Fd I cd
Exchange Information Gain
. User ) . Corruption of Financial
Terrorists Command Configuration Flood Data Information Gain
Corporate Script or . Denial of
Raiders Program Authenticate Component Sarvice Damage
Professional Autonomous Bypass Computer Theft of
Criminals Agent yp P Resources
Vandals Toolkit Spoof Network
Voyeurs Distributed Read Internetwork
Tool
A 4
A Data Tap Copy
Steal
Modify
Delete
< < v

Figure 3.3: Sandia Laboratory Taxonomy
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2. Sequence. the fact that several things happened in strict sequence is sufficient to

specify the intrusion.
3. Partial order. Several events are defined in a partial order...

4. Duration. This requires that something(s) existed or happened for not more than

nor less than a certain interval of time.

5. Interval. Things happened an exact (plus or minus clock accuracy) interval apart.
This is specified by the conditions that an event occur no earlier and no later than x

units of time after another event.

Lindqvist and Jonsson assert in [Lind1997] that because Kumar uses only the system
logs to detect an intrusion, he cannot classify attacks that do not appear in the audit logs,
such as passive sniffing. Part of Krsul’s taxonomy [Krsul998] includes a reference to IDIOT,
a tool that Kumar’s work helped create. Kumar’s classification will not be further discussed

in this dissertation.

3.3.2 Aslam’s UNIX Security Taxonomy

This section will discuss Aslam’s taxonomy and the criticisms given to it.

3.3.2.1 Aslam’s Taxonomy

Aslam’s Masters thesis [Asla1995] and his publication of his Master’s work [Asla1996] outline
a taxonomy of UNIX security flaws. The taxonomy is shown in Figure 3.4. One can compare

it to other taxonomies (e.g., RISOS and PA, Sections 4.1 and 4.2), but it is not shown here.”

3.3.2.2 Bishop’s Critical Analysis of Taxonomies

Bishop [Bish1996¢| reviews PA [Bisb1978], RISOS [Abbo1976], and Aslam [Asla1995] and

shows how the xterm log file flaw and the fingerd buffer overrun flaw cannot fit into any

"For examples, it is easy to see that Aslam’s 3a) Condition validation error is similar to PA categories P2
and P9 (Validation); Aslam’s 3b) is similar to P6 and P7 (Synchronization). See later sections for details on
the taxonomies.
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1) Operation faults (configuration error)
1a) Object installed with incorrect permissions
1b) Utility installed in the wrong place
1c) Utility installed in incorrect setup parameters
2) Environmental fault
3) Coding fault
3a) Condition validation error
3al) Failureto handle exceptions
3a2) Input validation error
3a2a) Field value correlation error
3a2b) Syntax error
3a2c) Typeand number of input fields
3a2d) Missing input
3a2e) Extraneousinput
3a3) Origin validation error
3ad) Accessrightsvalidation error
3ab) Boundary condition error
3b) Synchronization error
3bl) Improper or inadequate serialization error
3b2) Race condition error

Figure 3.4: Aslam’s Taxonomy
category of any taxonomy. He claims that categories are not distinct or well-defined in a
decision process. He challenges the readers with open research questions: can we build a new
taxonomy with their (Aslam’s, Krsul’s, Landwehr’s) questions (i.e., their decisions about the

taxonomy); and can we use the taxonomy questions at a different levels? These questions

are discussed in Chapter 5.

3.3.2.3 Krsul’s Analysis of Aslam’s Taxonomy

As will be discussed in Section 3.3.3, Krsul extended Aslam’s taxonomy. He reworked the

structure of the taxonomy, and the entire taxonomy is discussed next.

3.3.3 Krsul’s Taxonomy

This section will present Ivan Krsul’s taxonomy of computer attacks [Krsul998|]. This tax-

onomy is an extension of Aslam [Aslal1995].
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3.3.3.1 Krsul’s Extension of Aslam

Krsul’s Ph.D. [Krsul998] and his proposal [Krsul997] extended Aslam’s database [Asla1995]
and made a new taxonomy. It is quite complicated and detailed. The four main categories

are:

e Design
e Environmental assumptions
e Coding faults

e Configuration errors

The entire taxonomy is presented in Figures 3.5 and 3.6 on pages 66 and 67.

3.3.3.2 Bishop’s Vulnerabilities Classification Scheme

Bishop argues similarly to Krsul’s presentation [Bish1996a] when he states we need to come
up with a commonly agreed upon vocabulary. Bishop references an idea by Mike Raugh
of Interconnect Technologies to create a thesaurus of vulnerability terms to be able to find
these in independent organization of data. Characteristics are starting to come about in

taxonomic literature.

3.3.4 Iowa State’s Extension to Krsul

Richardson at lowa State [Rich1999, Rich2001] develops a “Database of Vulnerabilities to
Support the Study of Denial of Service Attacks.” Denial of Service (DoS) attacks are the
reason for this study; hence the taxonomy and solutions aim to solve the DoS problem.
There are three categorizations that are used. Six hundred and thirty (630) attacks from
web databases are cataloged in the following ways:

The first takes Aslam’s taxonomy [Aslal995, Aslal996] and expands it to include the
following three categories of attack: specification weakness,® implementation weakness,’ and

brute force attacks.'®

8Specification weakness is derived from Aslam’s category of “emergent faults” (e.g., improper installation)
[Aslal1996, Rich2001].

9Implementation weakness is derived from Aslam’s category of “coding faults” (e.g., during development)
[Asla1996, Rich2001].

10Brute force attacks is a new category added by Richardson.
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(1) Design
(2) Environmental assumptions
(2-1) Running program
(2-1-1) Execution path
(2-1-1-1) containsx
(2-1-1-2) isa most x
(2-1-1-3) isat least x
(2-1-2) Name
(2-1-2-1) isfree of shell metacharacters
(2-1-2-2)  length of nameis at most x
(2-1-3)  Environment
(2-1-4)  User running the program
(2-2) User input
(2-2-1) Content
(2-2-1-1) isat most x
(2-2-1-2) isatleast x
(2-2-1-3) matches regular expression
(2-2-1-4) isfree of shell metacharacters
(2-2-1-5) is7bit ASCII
(2-3) Environment variable
(2-3-1) Name
(2-3-2) Content
(2-3-2-1) lengthisat most x
(2-3-2-2) lengthisat least x
(2-3-2-3) matchesregular expression
(2-3-2-4) isfree of shell metacharacters
(2-4) Network stream
(2-4-1) Content
(2-5) Command line parameter
(2-5-1) Content
(2-6) Systemlibrary
(2-6-1) Return
(2-7) File
(2-7-1) Name
(2-7-2) Content
(2-7-3) Owner
(2-7-4) Permissions (Mode)
(2-8) Directory
(2-8-1) Name
(2-8-2) (--- not assigned ---)
(2-8-3) Owner
(2-8-4) Permissions (Mode)
(2-9) Program string
(2-9-1) Content
(2-10) Network IP packet
(2-10-1) Source Address
(2-10-2) Data Segment
(2-10-3) Checksum
(2-11) Directory, Running Program
(2-11-1) Directory name, Running Program Privileges, Name of user that ran the program
(2-12) File, Running Program
(2-12-1) File permissions, Running program privileges, user that ran the program
(2-12-2) File name, Running program privileges, User that ran the program
(3) Coding faults
(4) Configuration errors

Figure 3.5: Krsul’s Taxonomy, Part I
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(2-4-1)

(2-5-1)

(2-6-1)

(2-7-1)

(2-7-2)

(2-7-3)
(2-7-4)
(2-8-1)
(2-8-2)
(2-8-3)
(2-8-4)
(2-9-1)

(2-10-1)
(2-10-2)

(2-10-3)
(2-11-1)

(2-12-1)

(2-12-2)

Content

(2-4-1-1) isa most x

(2-4-1-2) iset least x

(2-4-1-3) isfree of shell metacharacters

Content

(2-5-1-1) lengthis at most x

(2-5-1-2) lengthis at least x

(2-5-1-3) is 7 bit ASCII

Return

(2-6-1-1) lengthis at most x

(2-6-1-2) lengthis at least x

(2-6-1-3) is 7 hit ASCII

Name

(2-7-1-1) (--- not assigned ---)

(2-7-1-2) isavalid file name

(2-7-1-3) (--- not assigned ---)

(2-7-1-4) isthe same object as x

(2-7-1-5) isfind

Content

(2-7-2-1) lengthis at most x

(2-7-2-2) lengthis at least x

(2-7-2-3) isaknown program

(2-7-2-4) isalongfile

(2-7-2-5) isaknown type

(2-7-2-6) is 7 bit ASCII

(2-7-2-7) matches regular expression x

Owner

Permissions (Mode)

Name

(--- not assigned ---)

Owner

Permissions (Mode)

Content

(2-9-1-1) lengthisat most x

(2-9-1-2) is7bit ASCII

(2-9-1-3) isfreeof shdl metacharacters

(2-9-1-4) isvalidfile name

(2-9-1-5) matchesregular expression x

(2-9-1-6) isfreeof HTML tags

Source Address

Data Segment

(2-10-2-1) Lengthisat least x

Checksum

Directory name, Running Program Privileges, Name of user that ran the program
(2-11-1-1) isinvalid user space for the user that invoked the program
(2-11-1-2) user that invoked the program can read the directory
(2-11-1-3) User that invoked the program can create files in the directory
(2-11-1-4) user that invoked the program can writeto filesin the directory
File permissions, Running program privileges, User that ran the program
(2-12-1-1) User that invoked the program can read the file
(2-12-1-2) User that invoked the program canwrite to the file

File name, Running program privileges, User that ran the program
(2-12-2-1) isavalid temporary file

(2-12-2-2) isinvalid user space for the user that invoked the program

Figure 3.6: Krsul’s Taxonomy, Part II
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The second takes Krsul’s categories and adds a few new categories [Krsul998|. The way
of categorizing the error is found in a 4-tuple that can be expressed in the following sentence:
“The [object affected] has been [effect on object] using [method or mechanism used] via [input
type|” [Krsul998, Rich2001].

The third method is one of mechanisms. There are six mechanisms developed, with the

sixth mechanism consisting of four subcategories. The six mechanisms are the following;:

1. Buffer overflows

2. IP Fragmentation attacks

3. Other incorrect data attacks

4. Overwhelm with Service requests

5. Overwhelm with data

6. Poor authentication or access control (broken down into 4 subcategories)!!

The four categories of the sixth mechanism are the following:

6.1. Poor Authentication Scheme
6.2. IP Spoofing
6.3. Data Poisoning

6.4. Other misc.!? protection shortcomings'®

Richardson looks for clustering and develops countermeasures for these mostly DoS attacks.
While the proposed set of solutions of DoS attacks seem good, there are some questions
about the top level of the first taxonomic division. “Brute force” is a way of defeating a
weakness, and that weakness can be either in the specification or the implementation. The
three categories proposed by Richardson (specification weakness, implementation weakness,
and brute force) are not on the same level of abstraction. For example, if a password scheme

is weak and can be brute force attacked, is that a weakness of specification (one needs to

"[Rich2001], p. 82.
2misc. is an abbreviation in [Rich2001] for miscellaneous
13[Rich2001], p. 83.
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have a stronger algorithm), a weakness of implementation (perhaps it is coded wrong as in
“universal passwords” described in [Youn1987]), or both?

The second set of divisions using Krsul’s categories are neither exhaustive nor mutually
exclusive. The first of the 4-tuple is the “device / object affected”. Two examples of a
“device” are “stack data” and “user files”. However, since most user files include stack

14 The other categories include the following:

data, the two are not mutually exclusive.
“object / effect on object,”'® “method / method or mechanism used,” !¢ and “input type”
[Krsu1998]/[Rich2001].17

In summary, although the Iowa State work deals with Denial of Service (DoS) attacks,

its taxonomy is lacking in the same way as Krsul. The categories are not mutually exclusive,

and thus do not constitute a correct taxonomy.

3.4 Flaw Hypothesis Methodology Penetration Lists

In papers dealing with the Flaw Hypothesis Methodology (FHM) (See Section 2.4.1), authors
listed sections of the computer or operating system that were prime candidates for potential
compromise. Two such papers, Linde [Lind1975] (Section 3.4.1) and Attanasio [Attal976]
(Section 3.4.2) give generous examples. Although some categories may match previously
listed categories in the PA [Bisb1978] or RISOS [Abbol1976] reports, they are not matched
with their respective PA or RISOS categories but are given only for future thought.

4 The following is a list of “device / object affected” by Richardson. (Those objects with a ISSL prefix
are those items added by ISSL where Richardson attended, Iowa State University’s Information Systems
Security Laboratory, http://www.issl.org): CPU: CPU time, OS: Operating system, Netport: network port,
Packets: network packets, User files, System files, System names, User program, System info, Shell command,
Password, Stack code, Stack data, Stack return, Static data, Public files, System program, Outfiles, Directory,
Partition, Heap code, Heap data, Webpages, Websession, Email, Names, A_ net_ connections, Issl_ net_
services.[Rich2001], p. 81.

15Richardson includes the following: crash(ed), exhausted, bound, exported, mounted, closed, terminated,
executed, replaced, changed, read, appended, created, displayed, predictable, changed owner, changed_
permission, loaded, presented, debugged, locked, cleartexted, and not_ logged [Rich2001], p. 81.

6Richardson has these listed as the following: ISSL_ brute_ Force, incprot (auth/permission), ISSL-
incorr_imp_error (fragmented/offset), proxy, incorr_imp (environment), special characters, dot_dot (/../../),
configuration error, inappropriate capability, inherit_ priveledges (sic), mod_ name, back ticks (\\), hidden_
mount, verify_ fail, modifying_environment, relative_paths, system_ call, infinite_loop, core_ dump, incprot
(cgi-bin), and ISSL_ improper_ data (buffer overflows & other wrong data) [Rich2001], p. 81.

I"Richardson has these listed as Netdata and Store [Rich2001], p. 81.
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3.4.1 Linde’s Generic System Functional Flaws

Linde [Lind1975] lists six classes to study for penetration results in the Flaw Hypothesis
Model (FHM):

e 1/0 Control
e Program and Data Sharing

Access Control

Installation management / operational control
e Auditing and surveillance

e Non-software weaknesses

In addition, he lists in Appendix A of his paper generic system flaws that were used in

penetration testing. They are the following:

e Authentication

e Documentation

e Encryption

e Error Detection

e Implementation

e Implicit Trust

e Implied Sharing

e Interprocess Communication
e Legality Checking

e Line Disconnect

e Modularity

e Operator Carelessness

e Parameter Passing by Reference vs. Passing by Value
e Passwords

e Penetrator Entrapment

e Personnel Inefficiency

e Privity

e Program Confinement

e Prohibitions
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Residue!®

Security Design Omissions
Shielding

Threshold Values

Use of Test and Set
Utilities

Linde continues in Appendix listing generic operating system attacks:

e Asynchronous

e Browsing

e Between Lines

e (Clandestine Code

e Denial of Access

e Error Inducement

e Interacting Synchronized Processes
e Line Disconnect

e Masquerade

e “NAK” Attack

e Operator Spoof

e Permutation Programming
e Piecewise decomposition

e Piggy Back

e Trojan Horse

e Unexpected Operations

e Unexpected Parameters

e Wire Tapping

8There appears to be an error in [Lind1975] because the bullet after Residue and before Security Design
Omissions is “Magnetic tape, disc space, and core residue can often be easily read and searched for sensi-
tive information; temporary files and buffers are the most common sources.” This sentence appears to be
Linde’s last sentence for Residue. In addition, all of his attacks are listed in alphabetical order. From these
observations, I can probably safely say that this “Magnetic tape...” bullet is a printing error.
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3.4.2 Attanasio’s FHM Penetration Characteristics

In 1976, Attanasio [Attal976] lists sections and characteristics of the computer that they
used with the Flaw Hypothesis Methodology (FHM) to try and find weaknesses. They are
the following:

e Implicit or explicit resource sharing mechanisms.

e Man-machine interfaces administered by the operating system.
e Configuration management controls.

e Identity-authentication controls.

e Add-on features, design modifications, and design extensions.
e Parameter checking.

e Control of security descriptors.

e Error handling.

e Side effects.

e Parallelism.

e Access to microprogramming.

e Complex interfaces.

e Duplication of function.

e Limits and prohibitions.

e Access to residual information.

e Violation of design principles.

While more of a listing of possible sources of errors and not a taxonomy per se, it does show
areas where a computer may be attacked. In addition, it lists characteristics of a successful

attack.

3.5 Other Taxonomies and Attacks

This section will cover taxonomies and other attack lists that were not covered in previ-
ous sections. They include matchings of Brinkley [Brin1995] (Section 3.5.1) and Knight
[Knig2000] (Section 3.5.2). In addition, the taxonomies of Beizer [Beiz1990] (Section 3.5.3);
SRI Security Breaching Incidents (Section 3.5.4); Perry and Wallich [Perr1984] (Section
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3.5.5); Dunnigan [Dunn1995] (Section 3.5.6); Parker [Park1975b, Park1989, Park1992] (Sec-
tion subsec:Parker’s Taxonomies); Straub and Widom (Section 3.5.8); and Ristenbatt (Sec-

tion 3.5.9) are outlined.

3.5.1 Brinkley’s Computer Misuse Techniques

Brinkley and Schell [Brin1995] list four areas of computer misuse:

1. Theft of computational resources

2. Disruption of computational resources
3. Unauthorized disclosure of information
4

. Unauthorized modification of information in a computer

They explain that the first two (dealing with resources) are much different than the latter
two (dealing with information itself). Defense against theft and disruption of resources can
be dealt with by having physical controls (separate computer room, physical logging of users,
etc.) and passwords.

Defense against disclosure and modification of information is done with different means.

Therefore, they then take the last two categories and expand them into six classes:

Human error

User abuse of authority

Direct probing

Probing with malicious software

Direct penetration

I

Subversion of security mechanism

Human error encompasses all errors which cannot be controlled by the attacker. Mistakes
happen, and sometimes, unauthorized disclosure or modification of information results. User
abuse of authority is when a person in authority abuses their privileges and allows disclosure
or modification of data.

Brinkley and Schell distinguish between direct probing and probing with malicious soft-
ware. The former, they argue, arises when users just “test” the system to see what they
can get away with. Everything that the users try is “allowed,” but may result in higher

privileged account access. In the latter, software specifically designed to break the system
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9 viruses, time

is used. Malicious intent is evident, and can be manifest in Trojan horses,!
bombs, logic bombs,* or worms?! [Denn1990b].

Direct penetration is the “bypassing of indented security controls” [Brin1995]. It may use
probing with malicious software in trying to achieve this goal. From this revelation, these
classes do not make a legitimate taxonomy, since the classes are not mutually exclusive;
however, the authors probably did not mean to make a total “taxonomy” of attacks. Fi-
nally, subversion of security mechanism, “involves the covert and methodical undermining of
internal system controls to allow unauthorized and undetected access to information within
the computer system” [Brin1995]. One student of Roger R. Schell’s, Philip A. Myers wrote
his M.S. thesis on this point, “Subversion: The Neglected Aspect of Computer Security”
[Myer1980].

I have matched the six qualities of Brinkley and Schell’s taxonomy with Computer Misuse

(CM) or Neumann and Parker (NP) categories. The results are presented in Table 3.10 on
page 75.

9The term “Trojan horse” is attributed in a footnote on page 1303 of [Salt1975] to D. Edwards with
a reference to Branstad [Branl973]. In Branstad’s paper, James Anderson and Daniel Edwards discuss
generic weakness in operating systems and, “A program which executes a desired function correctly, but has
illegitimate side effects was coined a “Trojan Horse.” As a side note, D. Edwards is referenced as “Daniels
Edwards” and “Dan Edwards”; the first (“Daniels”) may be a typographical error for “Daniel.”

20A historical side note: Donn Parker claims to have invented this term [“The Trojan Horse Virus and
Other Crimoids” [Denn1990b], pp. 544, 551]:

A “crimoid” is an elegant, intellectually interesting method of computer abuse that receives
extensive coverage in the news media.... If an appealing name is a contributing factor [for
“converting a computer misuse into a crimoid”], it would be useful for responsible professionals
in information technology to use less attractive naming conventions for computer misuse. This
seems to be commonly done with good effect in the criminal justice community where “rip off”
is avoided in favor of “larceny” and “theft.” I am as guilty as anyone in this regard, having
coined the terms “data diddling,” “logic bomb,” and “crimoid.” It may be useful for use to
resolve to avoid “cute” terms in the future.

2Tn addition to worms and viruses, Waltz [Walt1998] and Ahuja [Ahuj1996] add “bacteria” to the mix.
While worms are self-replicating agents that travel through the network and viruses attach themselves to
programs, bacteria are:

Bacteria — A bacterium is an independent, self-replicating agent program that creates many
versions of itself on a single machine, and as the multiplying versions are executed, increased
storage space and processing time are acquired. Its geometric growth and resource capture
properties enable it to deny service to legitimate users. Unlike a virus, bacteria programs do
not attach to a host program. [Walt1998]
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Table 3.10: Comparison of Brinkley and Schell with Other Taxonomies

Brinkley and Schell [Brin1995] | Matchings

Human Error N/A

User Abuse of Authority CM 20 (Incremental attacks (Salami attacks)

Direct Probing CM 22 (Browsing)

Probing with Malicious Softwar e NP4 (Pest programs)

Dir ect Penetration NP5 (Bypasses) “Bypassing of intended security controls’
Subver sion of Security M echanisms CM 17 (Trapdoor attacks) [Myer1980]

3.5.2 Knight’s Vulnerability Taxonomy

Knight has recently produced a draft version of his taxonomy [Knig2000]. It is drawn and

its taxonomic levels are matched with previous taxonomic work; it is shown in Table 3.11.

Most categories match other previous taxonomies. He defines a vulnerability as having

five parts:

e Fault (How it came to be; based on Aslam/Krsul/Spafford)

Consequence (Outcome)

Severity (What degree of compromise)
Authentication (Does intruder have to successfully register?)

Tactic (Who exploits who based on location)

Knight defines the fault as based on the Aslam/Krsul/Spafford [Aslal1996] taxonomy, and

he further divides severity into six levels of how high of level is gained in an attack:

Administrator access

Read restricted

Regular user access

Spoofing

DoS (Denial of Service)

Non-detectability (logging system disabled so nothing recorded)

Authentication is whether the user has to be authenticated by the system in order to

launch the attack. Tactic is divided into five categories:

e Internal Tactic
e Physical Access Tactic

e Server Tactic
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Table 3.11: Knight’s Taxonomy and Comparison [Knig2000]

Affects Person Affects Computer
| nstantaneous Social Engineering Logic Error
Requiresaduration of time | Policy Oversight Weakness
Vulnerability Type Examples Other Taxonomy
[Knig2000] Comparisons
Application Specific NP3 — NP9 (Masquerading, Pest

Operating System programs, Bypasses, Active
Network Protocol Design misuse, Passive misuse, Inactive
- - i , Indirect mi
Forced Trugt Violations misuse, Incirect misuse)

LoaGic ERROR

Eavesdropping CM 5 (Eavesdropping)
WEAKNESS Weak Passwords CM 18 (Authorization attacks)
Custom Obscure Security N/A
Encryption NP9 (2Indirect misuse)*
Theft CM8 4
SoCIAL ENGINEERING Sabotage. CM 72 il
Internal Spying CM1 NP1’
Information Fishing CM3°

Physical Protection Policy
Data Protection Policy
Personnel Protection Policy
Information Divulgence Policy

N/A

PoLicy OVERSIGHT

Offline password cracking
Physical removal

Physical attack

Hardware misuse

Visual spying

Physical scavenging
External
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e (Client Tactic
e Man-in-the-Middle Tactic

Besides defining vulnerability in a detailed way, he maps vulnerability on the time re-
quired to exploit — instantaneous to years. An example of instantaneous would be a logic
bug or a theft of a document. An example of years would be the brute force of cracking.
I have shown the matching of some of his examples, but his four main categories of So-
cial Engineering, Logic Error, Policy Oversight, and Weakness form the core of his

taxonomy.

3.5.3 Beizer’s Bug Taxonomy

Beizer included a large and detailed taxonomy of software bugs in his book [Beiz1990]. They
seem to be divided into three types of bugs: those in the design phase, the implementa-
tion/coding phase, and the maintenance phase. He enumerates his taxonomy by a 4 digit
number, with each number representing a level of the taxonomy; an ‘x’ represents a global

flag (all encompassing) for that level. The top level is outlined in Table 3.12 on page 78.

3.5.4 SRI Security Breaching Incidents

In 1976, the Stanford Research Institute (SRI) collected 355 security breaching incidents,*?
and divided them into seven violation categories: Intentional violations — internal; In-
tentional violations — computer department; Intentional violations — external; Aura of
computer; Disaster; Accidents; and Miscellaneous. Ninety percent of the violations are in-
tentional violations, i.e., listed in the first three categories.

The security breaching incidents in the first three categories: Intentional violations —
internal; Intentional violations — computer department; and Intentional violations — exter-
nal), were each subdivided into the same seven major subcategories. The major subcategories
are the following: Physical access; System access; Data manipulation — external; Data ma-

nipulation — internal; Misapplication of services; Unprotected activities; and Physical theft.

22 After all the cases had been reviewed, 64 cases were discarded mostly because, “...the available informa-
tion was so sparse or so vague as to make the meaningful identification of applicable safeguards impossible”
[Niel1976]. Hence, 291 cases were classified.
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Table 3.12: Beizer’s Bug Taxonomy

N umeric Level Phase of Genesis
Designator
XXX Requirements Design
2XXX Features and Functionality
3XXX Structural Bugs
4XXX Data
5XXX I mplementation and Coding Implementation / Coding
BXXX Integration
TXXX System, Software, and Architecture
XXX Test Definition and Execution Maintenance
OXXX Other, unspecified
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Almost all of the major subcategories (with the exception of System Access) were each di-
vided yet again into the same minor subcategories. Finally, some of the minor subcategories
were yet further divided into “sub-subcategories.”?

Seventy-one total “violation” categories were created. Enumerating the categories, major

subcategories, and minor subcategories reveals the following:

e If one of the seven categories had no subcategories (such as Miscellaneous), that cate-

gory was counted as one of the seventy-one “violation” categories.

e If one of the seven categories had major subcategories,?* the category having major
subcategories was not counted as a “violation,” but instead each of the major subcat-

egories were.

e Continuing down the levels, if a major subcategory had minor subcategories (all did but
System Access), the major subcategory having minor subcategories was not counted

as a “violation,” but each of the minor subcategories was.

Fifty-one percent of the total 355 came from data manipulation, both internal and ex-
ternal.? The list of protection mechanisms (or safeguards) is arranged in categories and
subcategories such as System Logging Functions, Encryption, Storage and Backup, and Ac-

cess Controls. These safeguard categories are standard practice today [Niel1976].

3.5.5 Perry and Wallich: An Attack Matrix

In their 1984 paper, Can Computer Crime be Stopped? [Perr1984], the authors state that in
1964 (at the time of the paper, twenty years ago), mainframes were the form of computing.

Computer crime, “...fell into one of the four categories:

1. physical destruction (ruining the computer or the tapes);

23The designation of “sub-subcategories” is not listed in Nielsen et al.’s report but was coined to designate
yet further divisions of subcategories.

24The first three categories all did: Intentional Violations — Internal; Intentional Violations — Computer
Department; and Intentional Violations — External.

25Twenty-four percent of the cases were classified as “Data manipulation — external”; while twenty-seven
percent of the cases were classified as “Data manipulation — internal.” The sum of 24% and 27% is the cited
51%.
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2. information destruction (erasing tapes);
3. data diddling (changing data input or the data in the computer...); and

4. unauthorized use of computer services. [Perr1984]”

In 1974, (at the time of the paper, ten years ago) timesharing allowed the “theft of service,”
that is, using the computer without paying for the time. A matrix was introduced with
six types of computer crime, six types of people using the computer, what damage could be
done, and what could be done to stop it. Amoroso redraws, slightly simplifies, and leaves out
the defenses of the matrix in his book [Amor1994]; however, the original Perry and Wallich
matrix is shown in Table 3.13. Listings above the dotted lines show how the action (physical
destruction, information destruction, etc.) can be accomplished by the attacker (operators,

programmers, etc.).

3.5.6 Dunnigan and Cohen: Deception and Security

While not dealing with computer attacks, Dunnigan and Nofi [Dunn1995] classify deception
techniques (of traditional warfare) into nine categories. In 1996, Fred Cohen [Cohel996]
suggests how each of these techniques can be used with a computer in information warfare

(Section 2.1.2), in particular, IP address forgery:

e Concealment: hiding forces using “natural cover, obstacles, or simply great distance.”

[Dunn1995] Cohen states DoS attacks use IP address forgery as concealment of identity.

e Camouflage: hiding forces using artificial means (tree branches, etc.) By making an
attack on a business look like an attack from a University instead of a competitor,

Cohen likens this to Dunnigan’s camouflage.

e False and Planted Information: giving harmful information to the enemy (but
helpful to you); misinformation. Cohen states, “IP address forgery can be used to
create the impression that a particular site is acting maliciously in order to create
friction or lead a defender to falsely accuse an innocent third party.” [Cohe1996]. This
example is very similar to his example for camouflage; however, in warfare the difference

between camouflage and false and planted information are very different. In wireless
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Table 3.13: Perry and Wallich Attack Matrix [Perr1984]

Internal

Outside

Operators Programmers | Dataentry Intruders
users users
Bombings &
shootings,
. Short circuits;
Phys C‘T’d Defenestration
destruction |- oo
Screen
operators;
Reduce access
. . Direct Via
Direct action | Drectaction; action; modem
S Trojan horse ;
(erasing disks) Trojan horse and
Information | | programs 11 programs | network
destruction Screen RedUce access: alir(;gg orevent
operators; Audit program . . ;
Backup data code information, log-in
programs
. Direct
Trojan horse .
prJograms action
(false data)
Data | = |ttt
diddling . Separate
Audit program | functions;
code Check data
consistency
Same Direct action Viaa
opportunities without modem
Theft of __anyuserhas _authorization | TTC
services Audit Audit Coﬁ]‘;)‘t'tter
computer use computer use Use
Direct access Viaa
without od
Brows _authorization | MM
rowsing Ingtitute data- )
200ESS Control file
controls access
Physical theft Viaa
of tapes, disks, Direct access modem
Theftof | | printowts | | | ] ]
infor mation Ingtitute data- Control file
Control access access 20CESsS
controls
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information attacks, signals may be able to be camouflaged in noise while fictitious log

files may be planted to convince the target that a different attack occurred.

e Ruses: using “enemy equipment or procedures to deceive” (using enemy uniforms,
frequency bands, etc.) [Dunnl995] If a security vendor launches attacks at a client
to convince the client that more security measures are needed, the attacks themselves

would be considered ruses [Cohel996].

e Displays: making the enemy see what is not there (such as logs painted like artillery).2®
One can make a display with IP address forgery by giving the impression that many
sites are attacking the target instead of one [Cohel996].

e Demonstrations: intentionally showing off some aspect of forces to confuse enemy as
to what really is going on; imply an action but that action may not be carried through
(such as moving naval ships into a contested area to “show force”). “IP address forgery
has been used to demonstrate a potential for untraceable attacks as a way to convince

defenders not to try to catch attackers.” [Cohel996]

e Feints: a demonstration carried through and in an attempt to hide the main attack,
some distance away. A similar means can be done in computer attacks. By feinting
one type of little attack, a larger, more deadly attack can come from another site,
leaving the target trying to fight the little fire instead of preparing for the larger attack
[Cohel996].

e Lies: outright falsehoods (through the media, radio, etc.). Performing a man-in-the-
middle attack to impersonate a loyal friend of the defender in order to talk about how

to “solve” the problem can be considered a lie [Cohe1996].

e Insight: intellectual and psychological knowing of what the knowing what the enemy
will do. By launching different types of probes and attacks, the attacker can gain
insight as to the level of responses each attack gets and how they will respond to

future attacks [Cohe1996].

26This fake artillery is known as a “Quaker gun” since Society of Friends members (Quakers) are consci-
entious objectors to war.
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3.5.7 Parker’s Taxonomies

This section will review the contributions of Parker and his contributions to the computer
attack taxonomic literature. Section 3.5.7.1 tells how Parker extended the classic three
security classes: confidentiality, integrity, and availability. Section 3.5.7.2 shows his attack

classes derived from much actual data on computer attacks.

3.5.7.1 Extensions to the Three Basic Categories of Security

In 1991, Parker [Park1991] expanded the three basic types of categories (confidentiality,
integrity, and availability) into five by adding the categories authenticity and wutility. He
defines authenticity as data being valid; “Authenticity of information refers to its extrinsic
correct or valid representation of that which it means to represent” [Park1991]. In contrast

¢

to integrity, Parker defines integrity as, “...means that all of the information is present and
accounted for (not necessarily accurate or correct).”

Utility is the, “...state of being useful or fit for some purpose, designed for use or per-
forming a service.” Parker gives an example in which he asserts that if all U.S. monetary
values stored in a computer were changed to their equivalent in yen from dollars, the data
would still have the other four attributes (confidentiality, integrity, availability, and authen-
ticity). However, the information would not be authentic by his definition, that is, a “valid
representation of that which it means to represent” (Emphasis added). It means to represent
dollars, not yen. Another example he gives of a loss of utility but not availability is a com-
puter without power. Also, in that instance, the availability of the computational power is
denied, contrary to Parker’s assertion. He presents a table with the five categories along with

control and loss examples with regard to five levels of abstraction: information, applications,

operating system, hardware, and users that is not discussed further in this dissertation.
3.5.7.2 Parker’s Classes of Attack
Parker lists eight primary functional vulnerabilities in computer systems [Park1975b]:

e Poor controls over manual handling of input/output data (147 out of 375 cases during

the 17 years of study). This includes weak controls in data handling tasks, audit trails,
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and access restrictions.

Weak or nonexistent physical access controls (46 out of 375). Disgruntled employees

played a large factor in these cases.

Computer and terminal operations procedures, including espionage and sale of services

and data.
Weaknesses in business ethics (deception, fraud, etc.).

Weaknesses in the control of computer programs including oversight of programmers

and programs.

Operating system access and integrity weaknesses, usually occurring on university cam-

puses as students probed the computer systems for weaknesses.

Poor controls over access through impersonation due to time-sharing services such as

obtaining passwords.

Weaknesses in magnetic tape control (theft, destruction, etc.).

Parker lists 17 categories of computer abuse methods and detection in [Park1989] :

T e T e e T
B W N = O

© X N e Ot W=

Eavesdropping and Spying
Scanning

Masquerading

Piggybacking and Tailgating
False Data Entry (Data Diddling)
Superzapping

Scavenging and Reuse

Trojan Horses

Computer Viruses

Salami Techniques

. Trap Doors

. Logic Bombs

. Asynchronous Attacks
. Data Leakage
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15. Computer Program Piracy
16. Computer and Computer Components Larceny

17. Use of Computers for Criminal Enterprise

Parker and Neumann [Neum1989] developed the nine-level tree of classes (not a taxonomy
per se [Park1992|) referred to in Parker’s writings as the SRI Computer Abuse Methods
Model [Park1989, Park1992]. See Section 3.1.2 for a detailed description of this model.

In a 1992 chapter on computer crime, Parker [Park1992] identifies four main categories

of computer crime that were identified in the 1970s amended of the US Criminal Code:

The introduction of fraudulent records or data into a computer system

Unauthorized use of computer-related facilities

The alteration or destruction of information or files

The stealing, whether by electronic means or otherwise, of money, financial instru-

ments, property, services, or valuable data.

Parker expands his 1989 categories and cites other computer abuse studies that show different
dimensions:?7
e By ways in which information loss occurs: loss of integrity, authenticity, utility,

confidentiality and availability.

e By type of loss: physical damage and destruction from vandalism, intellectual prop-

erty loss, direct financial loss and unauthorized use of services.

e By the role played by computers: object of attack, unique environment and forms

of assets produced, instrument, and symbol.

e By type of act relative to data, computer programs, and services: external
abuse, masquerading, preparatory abuse, bypass of intended controls, passive abuse,

active abuse, and use as a tool for committing an abuse.

e By type of crime: fraud, theft, robbery, larceny, arson, embezzlement, extortion,

conspiracy, sabotage, and espionage.

2"Boldface in listing added by author for clarity when comparison of differing taxonomies occurs later in
dissertation.
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e By modus operandi: physical attacks, false data entry, superzapping, imperson-
ation, wire-tapping, piggybacking, scavenging, Trojan horse attacks, trapdoor use,

asynchronous attacks, salami techniques, data leakage, logic bombs, and simulation.

e By skills required:
e No programming skills required

— Physical scavenging
— Spying

— Masquerading

— Entering false data
— Theft

e Programming skills required

— System scavenging

— Eavesdropping

— Scanning

— Piggybacking and tailgating
— Superzapping

— Trojan horse attacks

— Virus attacks

— Salami attacks

— Using trapdoors

— Using logic bombs

— Asynchronous attacks

— Leaking data

— Pirating

— Use in criminal enterprises

3.5.8 Straub and Widom’s Motivation-Security Response Taxon-
omy

Straub and Widom outline a four-part taxonomy of types of attackers in [Stral984]. While
this is not a taxonomy on the attacks themselves, it lists the motivation of the attacker,
the response that should be given to the attacker, and groups that would conform to the

taxonomic types. The taxonomy is given in Table 3.14 on page 87.
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Table 3.14: Motivation-Security Response Taxonomy [Stral984]

‘ Type ‘ Motivation ‘ Response ‘ Groups ‘
I Ethical Deterrence by professional abusers
Ignorance policy information
IT Personal Deterrence by amateur criminals
Gain aversive conditioning | white collar criminals
embezzlers

IIT | Anti-Social Prevention by career criminals
Motives access-control system hackers

deranged individuals

IV | Corruption Detection by corrupt high officials
surveillance corrupt experts

3.5.9 Ristenbatt’s Methodology for Network Communication Vul-

nerability

Ristenbatt describes his methodology as expanding on the Data Link Vulnerability Analysis
(DVAL) by: “1) assembling the range of network performance measures; 2) originating a
network taxonomy; 3) extending the network techniques and susceptibilities; and 4) including
the security of the control data (to deny spoofing)” [Rist1988]. The four components of DVAL
are: susceptibilities, interceptability, accessibility, and feasibility.

A tree structure taxonomy of types of networks is given based on the following descending-
level tree information: transfer strategy (single hop or multiple hop network); networking
transfer control method (circuit or packet switched); link transfer structure (dedicated or
shared); typical link access techniques (multiple access techniques and channel access pro-
tocols); typical topological architecture; and system examples. This network taxonomy is
derived from an earlier taxonomy that is not discussed further in this dissertation.?

Network susceptibilities are determined from three “perspectives”: topology; communi-
cation protocols; and management and control. Ristenbatt gives thoughtful questions at
multiple levels (topology; physical layer; data link layer; network layer; and management
and control) to consider in determining the network susceptibility to vulnerabilities. Finally,

he gives checklists for interceptibility, accessibility, and feasibility issues.

28 Anderson, G.A., Jensen E.D., “Computer Interconnection Structures: Taxonomy, Characteristics, and
Examples,” Computing Surveys, 7, 197-213 (December 1975).
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3.6 Summary

This chapter has outlined different types of attack taxonomies in the literature that can be
levied against computers. The definition of a taxonomy was reviewed, and (depending on
how one counts them) sixteen computer attack taxonomies presented were presented. All
of these taxonomies were combined and similarities were shown among most of them. The
next chapter continues the discussion of taxonomies and discusses attack taxonomies dealing

primarily with operating system flaws.
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Chapter 4

Operating System Integrity Flaws

This chapter overviews those computer attack taxonomies that deal primarily with flaws
of operating system integrity. Operating system flaws have been the main study of focus
in two of the most seminal taxonomies in the past, the Research In Secured Operating
Systems (RISOS) [Abbol976] (Section 4.1) and the Protection Analysis (PA) [Bisb1978]
(Section 4.2) reports. These reports shall be reviewed as well as others by Neumann
[Neum1978] (and trapdoor attacks in [Neum1995]) (Section 4.3), McPhee [McPh1974] (Sec-
tion 4.4), Landwehr [Land1994] (Section 4.5), Lindqvist [Lind1997] (Section 4.6.6), and
Bishop [Bish1995] (throughout the chapter).

In addition to reviewing those operating system integrity flaw taxonomies, I extend
Bishop’s work [Bish1995] of the comparison of the RISOS and PA studies and show that all
the taxonomies listed above and those in Chapter 3 (not just RISOS and PA) have similar

characteristics and can be matched.

4.1 RISOS: Research In Secured Operating Systems

One of the first taxonomies to be developed was given in the RISOS project [Abbol976],
and it was explained in more detail by a team member in [Konil976]. They, “...developed a
methodology of investigation based on the ‘test-team’ concept, the use of computerized test
tools, and the systematic categorizing of all known flaws into generic classes” [Konil976].

They used the tools to help the teams find the flaws. This was a similar concept to the Flaw
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Hypothesis Methodology (FHM) covered in Section 2.4.1. Their entire taxonomy consisted

of a “syntax” that is given below:

A [Class of User] user acquires the potential to compromise the integrity of an
installation via a [Class of Integrity Flaw] integrity flaw which, when used, will
result in unauthorized access to a [Class of Resource] resource, which the user
exploits through the method of [Category of Method] to [Category of Ezploita-

tion].

One selects each element from the list of given elements in the taxonomy. These elements
are enumerated and explained in the below sections: Class of User (Section 4.1.1), Class of
Integrity Flaw (Section 4.1.2), Class of Resource (Section 4.1.3), Class of Method (Section
4.1.4), and Category of Exploitation (Section 4.1.5). An example that the authors give is
the following [Abbo1976]:

An “applications” user acquires the potential to compromise the integrity of an
installation via an “operating system” integrity flaw which, when used, will result
in unauthorized access to an “information” resource, which the user exploits

through the method of “scavenging” to “read/ transcribe data.”

In the following sections, examples are quoted at length, and all of the examples given

in the final report [Abbo1976] are given due to the potential unavailability of the report.

4.1.1 Class of User

Abbott et al. [Abbo1976] and Konigsford [Konil976] divide the user into three categories:
Applications, Service and Intruder. Applications and Service Users had subcategories
as described below.

Applications users are subdivided into Producers and Consumers, where producers are
the programmers who make products and consumers are users who use the products and
data the producers make. All applications users have authority to use the system. If an
applications user becomes a penetrator, it is similar to Case B and C (Internal Penetrator,

Misfeasance) of Anderson’s Penetrator Matrix (Table 3.1) on page 49.
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Service users are subdivided into Systems and Administrative; systems service users
maintain the computer but also have physical access to the computer; hence they could
change the tapes that the computer loads (for example, its operating system or other pro-
grams). While Administrative Service users do not have physical access to the machine,
they do have a great amount of access. And although tapes are usually do not need to be
loaded, this type of user is usually equivalent to ‘root’ account in a UNIX system or an
‘administrator’ account in Windows NT.

Intruders are not permitted to use the computers; hence, any amount of access to the
computer is considered illegal. They have “possible” malicious intent. This corresponds to

Case A (External Penetrator) of Anderson’s Penetrator Matrix (Table 3.1 on page 49).

4.1.2 Class of Integrity Flaw

Integrity Flaws are divided into six categories: Physical Protection, Personnel, Proce-
dural, Hardware, Applications Software, and Operating System. They are briefly
described below, as only a paragraph or two is given in either of the reports [Abbo1976,
Konil976].

Physical Protection Integrity Flaws include, “telecommunications interception, mixed-
security-level access to terminals, unauthorized access to a computer room, and exposure to
natural disasters” [Abbo1976, Konil976].

Personnel Integrity Flaws involve breakdown in secure personnel interactions. They
include, “...sabotage, collusion, and user error” [Abbo1976, Konil976].

Procedural Integrity Flaws are dependent on where the user is. This involves bypassing
procedures through the use of spoofing and Trojan horses.

Hardware Integrity Flaws include problems with the hardware itself such as missing
the [hard wired] terminal disconnect or introduction of instruction codes to allow a user to
perform a normally restricted procedure.

Applications Software Integrity Flaws include, “inadequate user-user isolation, in-
sufficient control over access to data, and exploitable errors in program logic” [Abbol976,
Konil976]. It is to be noted that some of these are repeated in the operating system integrity

flaws listed below.
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Operating System Integrity Flaws were divided into the following seven categories: In-
complete parameter validation, Inconsistent Parameter validation, Implicit sharing of privi-
leged/confidential data, Asynchronous validation / inadequate serialization, Inadequate iden-
tification/authorization/authentication, Violable prohibition/limit, and Ezploitable logic er-

ror. They are covered in much greater detail below in Section 4.1.6.

4.1.3 Class of Resource

Resources are subdivided into Information, Service, and Equipment.

Information Resources include all system and user files.

Service Resource, “represent... the unimpaired operation of the installation.... [and]
...all the capabilities of the operating system” [Abbo1976, Konil976].

Equipment Resource is all the pieces that insure the correct operation the computers

on the premise.

4.1.4 Category of Method

Methods are listed as Interception, Scavenging, Preemption, and Possession.

“...the interruption of communication or connection” [Abbo1976,

Interception involves,
Konil976].

Scavenging involves the searching of something for information from various sources.
Tapes are given as an example in [Abbo1976, Konil976]. Another example not given in the

reports is the method of scavenging from a dumpster.!

4.1.5 Category of Exploitation

The categories of exploitation that are listed in the reports [Abbol976, Konil976] as self-
explanatory and are listed below as well.
Denial of Possession/Use has examples or subcategories of: Steal equipment, Destroy

equipment, Degrade service, Interrupt service, and Destroy data.

IThis is known as dumpster diving.
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Table 4.1: Research in Secured Operating Systems (RISOS) categories (R1 — R7)

R1 | INCOMPLETE PARAMETER VALIDATION

R2 | INCONSISTENT PARAMETER VALIDATION

R3 | IMPLICIT SHARING OF PRIVILEGED / CONFIDENTIAL DATA

R4 | ASYNCHRONOUS-VALIDATION / INADEQUATE-SERIALIZATION

R5 | INADEQUATE | DENTIFICATION/ AUTHENTICATION/ AUTHORIZATION
R6 | VIOLABLE PROHIBITION/LIMIT

R7 | EXPLOITABLE LOGIC ERROR

Denial of Exclusive Possession/Use lists Read/Transcribe data and Steal service as
subcategories and examples.

Modification lists Alter data and Alter equipment as its examples and subcategories.

4.1.6 RISOS Operating System Security Flaws

The RISOS team divides Operating System Integrity Flaws into seven categories which are
used by Bishop [Bish1995] to compare them to the Protection Analysis [Bisb1978] Flaws
(See Section 4.6.2 on page 132). I shall refer to them as R1 — R7.> These seven categories
will be matched in later sections with the Protection Analysis (PA) categories and other
studies. The seven errors are listed here in Table 4.1 and are discussed in detail in Sections

4.1.6.1 - 4.1.6.7.

4.1.6.1 R1: Incomplete Parameter Validation

Incomplete Parameter Validation is the first RISOS Operating System Integrity Error. When
one process calls another routine, the parameters passed between the processes or routines
must be validated for the following: Presence or absence, Data types and formats, Num-
ber and order, Value ranges, Access rights to associated storage locations, and Consistency
among parameters (e.g., overlapping storage locations) [Abbo1976, Koni1976]. Konigsford

succinctly summarizes the flaw pattern:

e A superior process® does not adequately validate parameter attributes.

2The prefix ‘R’ will stand for RISOS.
3“any process that possesses at least one capability to a greater degree than another (inferior) process”
[Koni1976].
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e A superior process does not properly reiterate parameter validation.

e A superior process validates a parameter under some but not all condition